HOpHI[OK HCII0JBb30BaHUA KPCAUTHBIX 0AHKOBCKHUX IIJIATC)KHBIX KapTOYCK

Hacrosmmii [Topsnok ucnonb30BaHusl KPEAUTHBIX OAHKOBCKHUX IUIATEKHBIX KapTodek (aee
- Ilopsiiok) SBISETCS HEOTHEMIIEMOM YacThIO KPEAUTHOTO JIOTOBOPA HA MOTPEOUTENLCKUE HYXKIBI C
HCITOJIb30BaHUEM KPEAUTHOW KapTO4uKH, 3aKkimroueHHOro Mexay OAO «benarponpomOanky (manee -
Kpemuronarens) u ¢usudyeckum smnoM (nanee - Kpeawronomyuarens), oOmpenenser Jyis
Kpenuronarenss u  Kpemutomomyuarenss mopsok —ocymiecTBieHus Kpeautomnonydarenem
TUIATE)KHBIX ONepanuii (AIeHCTBHS HIIM COBOKYITHOCTD JICHCTBHIA, 00ECTIEUYMBAIOIINX OCYIIIECTBICHUE
IiaTexa) C HCIOJIb30BAHUEM IUJIATEKHOTO HMHCTPYMEHTAa — JIMYHOW KPEOUTHOM OaHKOBCKOM
TUIATE)KHOM KapTO4YKM (MCMONB30BaHUEM €€ peKBU3HMTOB). [lopspok pasmemnieH Ha OQHUIMATIHLHOM
caiite Kpenutonarens B rinobanpHOM KoMmblOTepHOUM cetu MHTEpHET 10 ampecy: www.belapb.by
(manee — caiit Kpenuronarens).

1. TEPMUHBI, UCITOJIb3YEMBIE B HACTOALIEM ITOPAJAKE 1 UX OITPEJAEJIEHUA

1.1. Asropusamusi - mnpenocraBieHue Kpeauromonydarento - AepKaTento JHYHOU
KPEIUTHON OAHKOBCKOW IJIATEKHOM KapTOUYKM (Jajiee — KapTOYKa) MpaBa Ha €€ HCIIOJIb30BaHUE,
BKJIFOYAsi OCYILECTBIICHUE IIJIATEKHBIX ONEPALMH C €€ UCII0JIB30BAHNUEM, A TAK)KE MPOLECC TPOBEPKHU
(moATBEepKACHUSI) TAKUX MPaB MPHU MOMBITKE MCIOJb30BAHMS KAPTOUYKHU, BKIIIOYAs OCYIIECTBICHHE
MJIATEXXHBIX OMEpaluil ¢ ee ucrosib3oBanueM. [IpoBepka (moaATBEpKIECHNE) MPEAOCTABICHHBIX MTPaB
IIpU MOMBITKE HCIONb30BAHUS KapTOUYKU, BKIIIOYAsl OCYIIECTBICHHE IUIATEXKHBIX OMNEpalMil Cc ee
WCIIOJIb30BAHUEM, HE OCYIIECTBISAETCA B Clydasx, NPEAYCMOTPEHHBIX IPAaBWIAMH IUIATEKHOU
CHUCTEMBI.

1.2. Ayrentudukamus KpenurtomomyuyaTtens - mporenypa MPOBEPKH MPEAOCTaBICHHBIX
ayTeHTU(UKAIIMOHHBIX JaHHBIX, MpeIocTaBleHHbIX KpemuTomnonyyarenemM MyTeM UX CPAaBHEHHUS C
panee 3adukcupoBaHHbIMUA KpeauTonarenem, OaHKOM-3KBallepoM, HHBIM YIIOJIHOMOYEHHBIM JIUIIOM
ayTeHTU(UKAIMOHHBIMUA JTAHHBIMU B IEJIAX MOATBEPXKICHUS MOJIUHHOCTH U MPUHAAIC)KHOCTH
Kpenuronomydaresnto npeoCTaBICHHBIX ayTEHTU(UKAIIMOHHBIX JTaHHBIX.

1.3. AxrTuBanus KapTOYKd — TMpoluenypa CHSATHS (OTMEHbBI), YCTaHOBIEHHOTO
er)II/ITO)IaTCJ'IeM B LCIIIX 0e30MacHOCTH IIPpU BBIITYCKE KAPTOYKH TEXHUYCCKOI'O OrpaHUYCHHA €€
HCIIOJIb30BaHUS.

1.4. XKectkuii cTOm-TMCT - CIHCOK KapTouek, 3ampelieHHblx Kpeauromarenem Kk
UCIOJIb30BaHUI0, 0€3 BO3MOKHOCTH U3BATHSI KAPTOUEK U3 JAHHOTO CITUCKA.
1.5. Kommpomeranus KapTOuku - HaJluyue HHQOpMAIMK JUOO TOJO3PEHUS Yy

KpenuTtonarenss uiu MHOrO MOCTaBIIMKA IUIATEXHBIX ycayr, Kpeauronomnydaresns, ©HOro juna oo
yTepe, XUIEHUH, HE3aKOHHOM MTPUCBOECHNH, HECAHKIITMOHUPOBAHHOM HCIIOJIb30BaHUU KaPTOUKU WM
PEKBU3UTOB KapTOYKH, WHBIX JEHCTBUSAX, HE CaHKIMOHUPOBaHHBIX Kpeaurtonomydarenem,
MO3BOJIAIOIINX JIMILY, HE ABIsAomeMycst KpeaurononyyaTeneM, HE3aKOHHO HCIOJIb30BAaTh KapTOUKY
WIM PEKBU3UTHI KAPTOUKH.

1.6. Kapr-uex - uHbpopmanusi, 3adUKCHpOBaHHAas B JJIEKTPOHHOM BH[E, BKJIIOYAIOIIAs
OTNpeNielIeHHble  PEKBHU3HUTHI, MO3BOJSIOIIME HMISHTH(QULUUPOBATH STy HHPOpPMalLHIO, Kak
OTHOCSIIIYIOCA K KapT-ueKy, M [MOATBEp)KJaolias YCIeNnHoe (HEYCHEIIHOE) 3aBepIlIeHHe
OCYILIECTBJIEHHOM C UCIIOJIb30BaHNEM KApPTOUKH IUIATEKHOM ONlepaliii HHULMUPOBAHUS IJIaTEXka.

1.7. OTC - opranu3zarus TOProBiiu (CEPBUCA);

1.8. IIMH-xom — mnepcoHaNbHBIH MICHTU(UKALUOHHBIA HOMEp, HCIOJIb3yeMbIH
KpenuTonarenem npu npoBeneHNN ayTeHTHGHKamu Kpenutonomyyaress.
1.9. 3D-Secure - nomosHUTENbHAs TEXHOJOTHA ayTEHTU(HUKAIMKA TPHU COBEPIICHUU

orepanuyu OIUIaThl TOBApOB, pabOT U YCIYr B I00anbHOM KOMIIbIOTEpHOW cetu MHTepHET mnpu
UCTOJIb30BaHUM KapTOueK, Ha 0a3e KOTOpoil miartexHoi cucremoir benkapt paspaboTtana



texHoyorusi - benkapt-UaTepHerllapons, Takxke ruiate:xkHol cuctemMoil «Mupy» paspaboTrana
TexHoiorus MirAccept.

2. TIOPSIJJOK AKTUBALIMM 1 UCIIOJIb3OBAHN I BAHKOBCKO! ITJTATEXHOM
KAPTOYKHU

2.1. Kaprouka siBisiercss coOcTBeHHOCThIO Kpenuromarens W 1O OKOHYaHMHM CpOKa ee
JeiCcTBUS T0JKHA ObITh Bo3BpalleHa B KpenuTonarento (3a UCKIIFOUEHUEM BUPTYAIbHON KapTOUKH).

AKTHBAIM KAPTOUKU (KpOME BUPTYaJIbHON KAPTOUYKU) OCYLIECTBIIIETCS B MOMEHT I€HEpalluu
[IMH-kona ¢ ucnons3oBanueMm TtexHosnoruu e-PIN, Kpeaurtomomyuarenem caMOCTOATENBHO IPHU
COBEpUIEHUM C MCIOJIb30BAaHUEM KapTOUKHU CIEAYIOIIMX YCHEIIHBIX ONepanui, MOATBEPKACHHbBIX
npaBwibHbIM BBOOM [TMH-Kkona: mpocMoTp Gananca (IOCTYIHOTO OCTaTKa) MO KapTOUKe; OIjara
ToBapoB U yciuyr; cmeHa [IMH-kona. Kaprouka He akTUBHpYETCs B Cilydae, €Ciu IIPU NPOBEACHUU
onepanuu nposepka [IMH-kona mpoligeHa ycrneurHo, HO cama ornepanus OTKJIOHEeHa (Hampumep, o
NPUYHHE HEJOCTATOYHOCTH CPEJICTB MO0 YCTaHOBICHHS MO KApTOYKE JIMMHUTOB (OTPaHUYEHUI) IO
MPOBEJCHUIO OE3HATUYHBIX ONepalnuii U (UiIu) MO MOJYyUYEHHUIO HAJIMYHBIX JCHEKHBIX CPEICTB); B
cayyae HeBepHoro BBoja [IMH-koma; HaxoXIeHHUS KApTOYKH B CTOM-JIKCTE (OJIOKUPOBKHU
KapTOYKH).

AxTuBanMsi OECKOHTAKTHOTO HHTepdeiica KapTOUKM OCYLIECTBISIETCS IIOCIE YCIELIHO
NpOBeJCHHOW (PMHAHCOBOW  oOmepalMd IO KapTOYKe C  HCIOJIb30BAaHUEM KOHTAKTHOIO
MUKpoOIIporieccopa ¢ BBoioM npasuibHoro IIMH-koxa (ormnara u np.) B 6ankoMate (MH(DOKHUOCKE),
pacmoioxeHHOM Ha Tepputopuu PecnyOnuku benapych, wiam TepMuHane, YCTaHOBIEHHOM Y
Kpenuronaresns umu opraau3anuu TOProsiu (cepBuca) Ha Teppuropun Pecniybnuku benapyces.

2.2. IlonosHeHUE KapTOUYKU HE OCYLIECTBISAETCS.

2.3. Kaprouka nub0 ee peKBU3HUTHI HE JOJDKHBI UCIOJIB30BATHCS B MPOTUBO3AKOHHBIX IEIX,
BKIIIOYasi TOKYMNKY TOBapoB (paboT, ycIlyr), 3alpelleHHBIX 3aKOHOAATeNbcTBOM PecryOmuku
benapycp, a Takxe 3aKOHOJATEIbCTBOM TIOCYJapCTBa, HA TEPPUTOPUU KOTOPOTO HCIOJIb3YETCS
KapTOUKa.

[TonTBepkeHneM NpOBEACHUS ONEepaliy, COBEPIIAEMON C UCIIOJIb30BAHNEM KAPTOUKU UJIH €€
PEKBU3UTOB, SIBISIOTCA KAapT 4YeK W (WIM) WHBIE JOKYMEHTHI (B T.4. BBIMIUCKHA MO CYETY),
MPEAYCMOTPEHHBIE TMPaBUJIAMHU TIJIATEKHOW CHUCTEMBbI M (WJIM) JIOKAJIBHBIMUA TPABOBBIMU aKTaMH
Kpenutonarensa. Kapr-ueku M WHBIE JOKYMEHTBI, SIBISIOIIMECS MOJITBEPKIACHUEM IPOBEICHUS
orepanuii, COBEpIIaEMbIX MPU HCIOIb30BAaHUM KAPTOUKU WM €€ PEKBU3UTOB, MOTYT COCTABIIATHCS
Ha OyMa)KHOM HOCHUTeNE U (MIIK) B DJIEKTPOHHOM BHJIE.

[Ipn coBepuieHny omnepauuii ¢ NPUMEHEHMEM KapTOYKH WJIH €€ PEKBU3UTOB CPEICTBAMU
ayrentudukannu Kpenurononyyarens ssustorcs [IMH kox, u (unu) noanuck Kpeaurononyuarens
Ha KapT-ueke M (uiau) uHble cpeacTtBa ayreHTHukauuu Kpemurononydarens. B cioywasx,
MPEAYCMOTPEHHBIX MpPaBUJIAMHU IUIATEKHOW CHCTEMbI, BO3MOXHO COBEpILECHHE ONEpaALMil M0
KapTouke 0e3 aBTOpU3aLIUU.

MOMEHT CcOBepIIeHHs ONEpalMH, KaK MPaBWIO, HE COBIMAJAET C MOMEHTOM OTpPaKEHUS
onepanuu 1o Cuery.

2.4. CosepiieHue ormnepanuii B O0aHKOMaTax M JPYTHX YCTPOMCTBaX CaMOOOCITYKHBAHHUS
npousBoauTcs Toyibko ¢ BBoAoM I[IMH-koma. Beoamst IIMH-koxm KpeaurTomosyuyarens mpuzHaeT
MpPaBUJIILHOCTh yYKa3aHHOW B HUX CyMMbl. [Ipu coBepiieHuu omepanuu JOMYCKAEeTCS TOJIbKO TPHU
nonsITkn HeBepHOro BBoAa [IMMH-kona. [Ipu yrpare IIMMH-kox HE BoccTaHaBIMBAETCS.

3. THOOPMAIIMOHHO-KOHCYJIbTALIMOHHA S ITOAJEPXKKA
3.1. Konrakt-tientp Kpeauronarens nmpenocrapisieT cleayonyo HHGopMaIuio mno ter. 136:
BO3Harpa)xJeHMUE 3a OTepaIliy, COBEPIICHHBIC MTPU UCIIOJI30BAaHNHU KapTouek KpeauTomarens;
KypCchl BaJIOT, YCTaHOBIEHHBIC [UISI COBEPINEHHUS BaJIOTHO-OOMEHHBIX OMNEpalnuid ¢



MCIOJIb30BaHNEM OaHKOBCKHX IUIATeXHBIX KapTouek Kpenutonarens;

nH(OpMAlIMOHHAS TOJACPKKA B HECTAHJAPTHBIX CUTYyalWsX, BO3HUKAOIIUX MPH
UCIIOJIb30BAaHUU KapTOUKHU;

0 MECTOHAXOXJCHUH 0aHKOMAaTOB, HH(POKHOCKOB KpemuTonaTens.

3.2. Kpyrnocyrounas cepBucHas ciyxk0a OAO «baHKOBCKMI MPOIECCUHTOBBIA IIEHTP)
(manee - ciyx0a cepBuca (TIOJICPKKH)) MPEAOCTABISICT CICTYIONINE YCITYTH:

BHECEHHUE KapTOUYKU B CTOM-IHCT (OJIOKUPOBKA) B CIyyae €€ yTepHu, Kpaku, IPU MOJA03PEHUH
Ha HECAaHKIMOHMPOBAHHOE MCIOJIb30BaHUE KAPTOUKU WIIM €€ PEKBU3UTOB IO Ten. +375 17 299 25
26;

U3BATHE KapTOUYKU M3 CTOI-JIHCTA, Pa30JIOKMPOBKA KApTOUYKU IIOCIIE TPEBBIIICHUS YHUCIIA
HEBEpHbIX MOMNBITOK Habopa [IMH-kona, okazanue KOHCYJIbTalMi HH(DOPMALMOHHO-CIIPABOYHOTO
XapakTepa, yIpaBJIeHUE )KU3HEHHBIM IIUKJIOM TOKeHa 110 tei. +375 17 299 25 25;

MpeAocTaBlIeHne HHPOPMAIIUU O JOCTYITHOW CyMMe IT0 KapTouke mo Tei. +375 17 299 25 23.

4. CIIOCOBBI ITOJIVYHEHUA NTHOOPMALIMN Ob OCYILIECTBJIEHHBIX C
NCIIOJIbB3OBAHUEM KAPTOYKHU OITEPALIAX

4.1. HWundopmanuio 00 OCYIIECTBIEHHBIX C MCIOJB30BAaHUEM KapTOUKHU OINEpalusix
Kpenutonarens mpenocrasnsier Kpeauromomydarento B BUAE BBIIMCKH Ha OyMa)XHOM HOCHTEIE
(BbIIIMCKA IO CYETY) Ipu JIMYHOM obOpaiienun Kpeaurononyuarens k Kpenutonarento.

HononaurensHo KpeauronaTens npeanaraeT cieayronue cnocoObl moaydeHns HHPOpMauu
00 OCYIIIECTBIICHHBIX C HUCIIOJb30BaHUEM KapTOUKU ONEpaLUsiX:

yciyra «SMS-uHbopMupoBaHue» - MO3BOJISIET MMOJydaTh mocpeactBoM Push/SMS/Viber-
cooOuieHnit HHGOopMaLuio 00 oneparusx, COBEPLUICHHbIX PU UCIOIb30BAHUN KapPTOUKH;

MUHH-BBIIHCKA - (opmupyeMass KpemutomonyyareaeM CaMOCTOSTEIBHO B YCTPOHCTBAax
camoo0citykuBaHus, cuctemMax «VMHTepHeT-0aHKUHIY, «MOOWIbHBIN HHTEpHET-0aHKUHI» BBIITUCKA,
conieprkamias HHPOPMAITHUIO O MOCICIHIX aBTOPHU3AIMOHHBIX 3alpocax Mo kaprouke (He Oosee 13
3aIlpOCOB), UCKIIIOYasi IPOCMOTp OajaHca, 3a ONpeeIeHHOE KOJIMYEeCTBO Hel (He Ooiee 9);

Bbimucka no cuery B CIHBO - ¢opmupyemas Kpegutomosydarenem caMOCTOATEIbHO B
cucremax «MHTepHeT-0aHKUHI» U «MOOWIBHBIA HHTEPHET-OAHKUHT» BBIITUCKA 110 CYETY.

4.2. B cinydae BBISIBICHHS HEaBTOPU30BaHHON onepauuu Kpeauronomyudarens o00s13aH
He3aMeJUIMTEeNIbHO 3a0I0KHPOBAaTh KapTOUKY.

Haroit  momyuenust Kpenurtonmomywarenem  uH@oOpMmanuu 00  OCYIIECTBIEHHBIX  C
MCIIOJIb30BaHNEM KAPTOUKH ONEPALMAX B Clydae onpoTecToBaHus KpeauromnoiydareneM onepanuu
cuMTaeTcs HaubOosee paHHAS U3 CIEAYIOUMX JaT (Oompenensercs Ha OCHOBAHWU CBEJCHH,
3aperUCTPUPOBAHHBIX B HMH(POPMAIMOHHBIX cHucTeMax Kpeauronatens wuiam cioyxbe cepBHca
(moaepKKM), B 3aBUCUMOCTH OT BblOpaHHOro Kpeauronomyuarenem cnocoba UHPOPMUPOBAHUS):

narta HampasneHust Kpenuronarenem KpenuTtononyyarenaro TEKCTOBOTO COOOIEHUSI HA HOMEP
MoOuiabHOrOo TenedoHa B paMkax nonkiaoueHHoW Kpeauronomyuarenem yenyru «SMS-
UH(POPMHUPOBAHUEY;

nata mnoiydeHuss KpenuwromosyuyaTeneM MUHU-BBIIMCKM B OaHKomare, WH(OKHOCKE,
nocpeacTBoM cucteM «MHTepHeT-0aHKUHTY, « MOOMIIBHBIA MHTEPHET-OaHKUHT»;

nata nonydenust Kpenuromnoiydarenem BBITUCKU, (GOPMUPYEMOI CAMOCTOSITENILHO B CHCTEMAX
«MHTepHeT-0aHKUH U « MOOWIBbHBIA UHTEPHET-0aHKHUHT»;

nata nonydenus KpenuromonydareneM BBIMMCKH 1O CYETYy Ha OyMaXHOM HOCHTENE IpH
anyHOM obpamennu k Kpeauronarento (ecnu Kpenutonosmyyarens He oOpaiaics 3a BBINUCKOH -
MEPBOE YHUCIIO MECSALA, CIEAYIONIEro 32 OTYETHBIM MECSIIEM).

4.3. Ilpu BBIABICHUHM HECOOTBETCTBHUS MEXKIY OTPAKEHHBIMH B BBIMUCKE U (aKTHUECKU
OCYLIECTBIIEHHBIMU omnepauusMu Kpeautonosmyuatenb wuMeeT m0paBo TpeOoBaTh MNpPU3HAHUA
COBEpUICHHOM  IUIATEKHOW  ONEpallid  HEaBTOPU30BAaHHOM B  ClydyasX, OIPEIEIECHHBIX



3aKO0HO1aTeILCTBOM M HarmonanpHbeiM OankoM PecryGnuku benapych.

3asBIEHHE O NPU3HAHUM OCYIIECTBICHHOW C HCIIOJIB30BAHMEM KapTOUKH OIEpaluu
HEaBTOPU30BAHHOM JOKHO OBITH MpeaocTaBieHo Kpemutomnonydarenem Ha OyMa)KHOM HOCHTENE
Kpenutonarenro B TeueHHE OAHOTO Mecsilla C JaThl BBIABICHHUA (DakTa HEaBTOPH30BAHHOU
omepauuy, HO He mno3aHee 70 KaleHAApHBIX JHEH C JaTbl OTPAXXEHHUS OSTOM omnepanuu
Kpenuronarenem.

Kpenuronarens  BmpaBe — ycTaHaBiIMBaTh  IEPEUYEHb  JOKYMEHTOB,  IMOJJIEKALIUX
npenocrasieHn0 Kpeauromnomnyyarenem Hapsaay C 3asBJICHHEM 110 HEAaBTOPU30BAHHOM OIEPALlUU B
3aBUCUMOCTH OT XapakKTepa OCHAapUBAaEMOM OIEepaluM, a TaKKe 3alpaliuBaTh JOMNOJHUTEIbHBIC
JIOKYMEHTBI B Ipolecce paccMoTpeHus 3asBiueHus winn Kpemuronomywarens. Henpencrasnenue
Kpenurononyuarenem 3amnpammBaeMbix KpeauronareneM TOKYMEHTOB SIBISIETCS OCHOBAHHMEM JUIS
0TKa3a B IPOBEJICHUU IIPOBEPKHU.

Cpok paccMOTpeHHMsl 3asiBI€HUS O MPU3HAHUU OCYIIECTBICHHOW C MCIOJIb30BAaHUEM
KapTOYHOI'0 IUIATEKHOTO HWHCTPYMEHTAa ONEpaluyd HEaBTOPU30BAHHON HCYMCIAETCS CO JIHA,
CJIEIYIOLIEro 3a JHEeM peructpauuu 3assieHus y Kpeaurtomarens. Ecim mocnegHuil JeHb cpoka
paccMOTpeHHMsI 3asIBJICHUS PUXOAUTCS Ha HepaOOuuil JeHb, TO JHEM HCTCUCHHS CPOKA CUHTACTCS
NEPBBIN CIETYIOMINNA 32 HUM paOouunii J€Hb.

Kpenutonarens nnpopmupyer Kpeauronomydarens o pe3yapTaTax pacCMOTPEHHUS 3asBICHUS
O TPU3HAHUU OCYIIECTBICHHOW C MCIOJb30BAHUEM KAPTOYHOIO IUIATEKHOTO MHCTPYMEHTA
Omepaly HEaBTOPU30BAaHHOW B CpPOK, HE mpeBblmaomuii 90 kaneHgapHbIX JHEH CcO JHS
peructpauun 3asBieHuss |y Kpemurtonmarens, nyrem HampaieHus —Kpeautonomyuartenro
yBEAOMJIEHHSI HAa OyMa)KHOM HOCHUTEJE WIH B BJIEKTPOHHOM BHUJE. YBEJOMIIEHHE O pe3yibTarax
paccMOTpPEHHUs 3asIBJICHHS IOMUMO MTPOYETo BKIIOYAET B CeOsl:

cBeeHUsT O npuHATOM KpemutonateneM pelmieHMH O OpU3HAHUM  (HENIPU3HAHUM)
OCYILIECTBJIEHHON C HCIIOJIb30BAHUEM KAPTOYHOI'O IUIATEKHOIO HWHCTPYMEHTA  ONeparuu
HEaBTOPU30BAaHHOM;

OCHOBaHUS$l, YCTAaHOBIIEHHBIE 3aKOHOAATEILCTBOM B 00JIACTH MJIATEKHBIX CUCTEM M ILIATEKHBIX
YCIIyr, JUIsl OTKa3a B IIPU3HAHMM OCYIIECTBJIECHHOM C MCIOJIb30BAaHUEM KapTOYHOTO ILIATEKHOTO
MHCTPYMEHTA Ollepalii HeaBTOPU30BaHHOM (B Cllyyae MPUHATUS COOTBETCTBYIOILIETO PELICHHS);

KOHKPETHYI0 JaTy MWCIIOJIHEHUS! pEIIeHUs O BO3MEIIEHUH CYMMbl HEaBTOPU30BaHHOM
orepanuu (B cily4ae MpUHATHS COOTBETCTBYIOIIETO PEIICHUs);

CYMMY JIEHEXHBIX CPEACTB, NpuunTaroiuxcs Kpeaurononyyarento B Ka4eCTBE BOZMELIEHUS.

4.4. Kpenuronoiydarenb BIpaBe TpeOOBaTh MPU3HAHUS ONEpAllMU HEAaBTOPHU30BAaHHOM, €CIU
OCYIIECTBJIEHUE ATOM ONEpallM{ CTajJ0 BO3MOXHBIM IO MPUYMHE KOMIIPOMETAlMU KapTOYHOTO
IUIATEKHOTO MHCTPYMEHTA B PpE3yJbTaTe HE3aKOHHOIO JOCTyNa K IPOrpaMMHO-TEXHHUYECKHM
cpelacTBaM OAHKOB, MHOCTPAHHBIX OAHKOB M (MJIM) MPOLIECCUHTOBBIX LIEHTPOB U, KaK CIEACTBUE, K
pPEeKBU3UTAM KapTouyeK M (Win) MHPOPMALUH, TO3BOJISIONIEH HECAHKIIMOHUPOBAHHO MCIIOIb30BaTh
KapTOYKH.

Kpenurtononyuatens npenocrasisatoT Kpenuroaarento 3asBiieHue, cojepxaliee TpeOoOBaHHUE O
NPU3HAHUKM OCYIIECTBJIEHHOW C UCIOJIb30BaHUEM KApPTOUYKHU OIEpallid HEaBTOPU30BAaHHOM B
COOTBETCTBUH C YACTBIO NMEPBOM HACTOSIIETO MyHKTA, HA OyMa)XHOM HOCHUTEJIE UM B AJIEKTPOHHOM
BuJie. [Tomaya Takoro 3asBIeHUs CPOKOM HE OTPAHUYHUBAETCS.

[Tpu wanuuuu y Kpenutomarens nHpopmManuu o KOMIPOMETAIMM KapTOUYHOTO IUIATEKHOTO
MHCTPYMEHTA B CIIy4ae, YKa3aHHOM B YacCTH NEPBOM HACTOSLIETO MYHKTA, 3asBJICHHUE, COJIEpIKaIlee
TpeOOBaHHWE O TPU3HAHUM OCYIIECTBIEHHOW C HCHOJb30BAHWEM KapTOYHOIO IUIATEKHOTO
UHCTPYMEHTa ONEpalliyd HEaBTOPHU30BAaHHOW, TOUIEKUT 00S3aTE€IbHOMY  YIOBJIETBOPEHUIO
Kpeauronarenem B yaCTH oIneparuii, OCyIIeCTBICHHBIX C UCIIOIb30BAHUEM CKOMIIPOMETUPOBAHHOM
KapTOYKHU, TpU YCIOBHMM COOTBETCTBUS 3asiBIEHHBIX KpeauTomonydarenemM peKBHU3UTOB
CKOMIIPOMETHUPOBAHHOU KapTOUYKU (ayTeHTU(HUKAIIMOHHBIX JTAaHHBIX ) PEKBU3UTAM



(ayreHTH(DUKAIMOHHBIM JTaHHBIM), UMeomuMces y Kpemuromarens mo KakaoMy KOHKPETHOMY
CIIy4ar0 KOMIIPOMETAIMHM KapTOUYHOIO IUIATEXHOTO MHCTPYMEHTa, U oTcyTcTBUs y Kpeautonaremns
uHpopmanuin o mpuyacTHOCTH Kpenuromosydarens K OpraHM3alldd HE3aKOHHOTO JOCTyIa K
MPOrPaMMHO-TEXHIUYECKUM CpPEJCTBAM OAaHKOB, MHOCTPAaHHBIX OaHKOB W (WJIM) MPOIECCHHTOBBIX
LIEHTPOB.

B cnywae ecnu KpemuromomyuaTeneM Mo €ro WHUIMATHBE Oblla OTMEHEHAa OJIOKUPOBKA
CKOMITPOMETHUPOBAHHOTO KapTOYHOI'O IUIATEKHOTO WHCTPYMEHTA, OCYILIECTBJICHHAS
KpenutonareneM B OJHOCTOPDOHHEM TOPSAJAKE IO MPUYUHE KOMIPOMETALUU KapTOYHOTO
MJIATE)KHOTO MHCTPYMEHTA B CJIydae, YKa3aHHOM B YAaCcTH NEPBOM HACTOSIIETO MYyHKTA, 3asBJICHHUE,
conepkamiee TpeOOBaHWE O TIPU3HAHMU OCYIIECTBICHHOW C HCIIOJB30BAHHEM KAapTOYHOTO
MJIATE)KHOTO MHCTPYMEHTAa ONEpaldd HEaBTOPU30BAHHOM, MOJMJICKUT YJIOBICTBOPEHUIO B YACTH
onepauunii, OCYIECTBIEHHBIX C UCIOJb30BAHUEM CKOMIIPOMETHUPOBAHHOTO KAPTOYHOI'O IUIATEKHOTO
WHCTPYMEHTa JI0 MOMEHTa WHHUIMUpOBaHHOW KpeautoronyuaTenemM OTMEHBI OJIOKMPOBKH
CKOMITIPOMETHUPOBAHHOTO KAPTOYHOTO TUIATEKHOT'O MHCTPYMEHTA.

B cnyyae npusHaHusl OCYHIECTBICHHON € UCIOJIB30BAaHUEM KapTOUKHU OINEpalu, YKa3aHHOU B
4YacTU TMEpPBOM  HACTOSLIEr0 IMYHKTA, HEaBTOpH30BaHHOM Kpemuromartens HE  B3UMaeT
BO3HarpaxjaeHue (miaTy) 3a Mojadyy W pPacCMOTpPEHHUE 3asBJICHMs, BKIIOYas IMPOBEACHUE BCEX
HEO0OXOAMMBIX MPOLIETYP B COOTBETCTBUHM C MPABUIIAMU TIJIATEKHOU CUCTEMBI.

Bo3smenienne cymMmbl HEABTOPU30BAaHHOM OIEpaluy OCYILIECTBISAETCS MyTEM MHULIMHPOBAHUSA
iarexa B 0e3HanuuHoi popme Kpenuronarenem B nonb3y Kpeaurononmyuarens.

Bo3memienue cyMMbl HEaBTOPH30BAaHHOW ONEpaluu  OCYIIECTBISETCS ©0e3 B3UMaHUS
Kpenutomarenem Bo3HarpakaeHus (IUJIaThl) 3a OCYIIECTBIISIEMBbIE B IEJIAX OOCCICUYCHHS
BO3MEIICHHS] HEOOXO0IUMBIE MPOLIEYPhI, PACUETHBIC OTIEPAIIHH.

5. YTEPA KAPTOYKU WJIN I[TMH-KOJIA, CMEHA IINH-KOJA, BJIOKMPOBKA
KAPTOUKU

5.1. Ecim xapTouka yTpadyeHa, YKpaJeHa, IOCTOPOHHEMY JIMILY CTajJd W3BECTHBI PEKBU3UTHI
kapTouku ¥ (vwm) [TMH-kox n10o mpu BBISIBIEHUN OCYIECTBICHHBIX C UCIOJIB30BAaHUEM KapTOUKH
HEaBTOPU30BAaHHBIX OINEpallMi WK €€ peKBU3UTOB Kpeauromnoiydarens JOKEH HE3aMEUIUTEIbHO
3a0JIOKMPOBATh KapTOUKY B CIIy»KOe cepBuca (momaep:kku) mo tena. +375 17 299 25 26(25), nocne
yero ysenoMuTh Kpenutomarenst o6 3TOM B TpeXIHEBHBIH CpPOK JUIsl MOCTAHOBKM KapTOYKU B
JKECTKUHM CTON-JIUCT IyTEM MPEJOCTAaBICHUS 3asBJICHUS HA OyMaKHOM HOCHTEJIE.

Kaprouka, koTtopas mnepenaHa wuiau HH(popMmalus, o KoTtopoil mnepenaHa Kpeaurtonaremro
TPETHUMH JINLIAaMH, HE SBJISIOIMMUCS KIMEHTaMU (HallIeHHas KapTouKa), MOUIEKUT 00a3aTeIbHON
6nokupoBke paboTHHkoM Kpenurtonarens uepes ciyx0y cepBuca (Moaaepxku) mo ten. +375 17
299 25 26.

5.2. Cwmenuts IIMH-kox kaptouku Kpeauromomydarens MoOXkeT, OOpaTHBIIHUCH B JHOO0E
[Tonpaznenenue mmbo camocrostensHo B CJBO. Ilpu srom IIMH-kon Oyner HampaBieH
Kpenurononyuaremnto nocpeactsoMm SMS-cooOuieHus npu Ucnoyib30BaHuM TexHosoruu e-PIN.

Taxke Kpemurononyuarens, wmoxer cMmeHuth [IMH-koxq xapTrouku B OaHKoMmaTax
Kpenuronarens.

3a cmeny [IMH-xona Kpenuronarens B3uMaeT Bo3HarpaxjaeHue, yctaHoBaeHHoe COOPHUKOM
T1aThl (BO3HArpakIeHH) 3a oneparuu, ocymecTsisiemble Kpenuroaarenem.

Takke cymecTByer BO3MOKHOCTh 3anpocuts KIIII2 BupryansHoit kaprouku B CIIBO.

5.3. Kpenuronomywarenb, o00s3aH MNpeaocTaBUTh 1o TpeboBanuio Kpenutomarens
uH(pOpMaLMIO IS paccieloBaHusl 00CTOsATENbCTB yTpaThl kapTouku. Ecnum Kpeauronarens umeer
CBEICHMSI O TOM, 4YTO HE3aKOHHOE HCIOJIb30BaHUE KapTOYKM IMPOM3OLILIO C BEAOMa
Kpeaurononyuarens, TO OTBETCTBEHHOCTh 3a COBEpILIEHHbIE NpPHU HCIOJIb30BAaHUU KapTOUKH
onepauuu HeceT Kpenuronomyuarens.



[Ipu oOHapyXeHHMM KapTOUKH, paHee OOBSBICHHOW YKpPAJCHHOWM WM YTEPSHHOM,
MCIIOJIb30BaHUE TAKOW KapPTOUYKU KaTEerOPUUECKH 3aIPEIICHO.

54. Ecmum  kaprouka 3abimokupoBaHa 1o  wHHIMATUBe  Kpemuromarens — wiu
Kpeauronomydarens, 1Mo mpuyrHe ee KoMImpoMeTanuu, To Kpenuromonydyarens BIpaBe TpeOOBATh
ot Kpenuromarens pa30ioOKMpOBaTh KApTOYKy B IEISX BO30OHOBJICHHS BO3MOXXHOCTH €€
UCTIONIb30BaHUs. B cimydae mocTyruieHHss Takoro TpeOoBanus oT Kpeguromnomydarens,
Kpenuromarenb pa30a0oKupyeT KapTOUKY.

6. OCOBEHHOCTHU COBEPIIEHU S BAJTFOTHO-OEMEHHBIX OITEPALIAN

6.1. Kpeauromomnydarenb 10 NPOBENCHHS BaTIOTHO-OOMEHHBIX OIEpalMii BBIPAXKAET CBOE
coIjlacMe Ha HCIHOJb30BaHWE TMPU HX MPOBEAEHUU OOMEHHBIX KypCOB, YCTaHOBJIEHHBIX
KpenuTtonarenem, cieayonMMy ClIOCOOaMH:

IIPY COBEpIICHHMU omnepauuu ¢ ucnonbzoBanueM CJIBO - mocpencTBoM NOATBEPKICHUSA
COBEPUIEHMSI OIIEPALIUU C UCTIOIB30BAHUEM OOMEHHBIX KYpPCOB I10CJIE 03HAKOMIIEHHUS C HUMU;

IIPU COBEpLIEHUU onepanuu B GaHkoMaTte win MH(pokuocke Kpeauronarens - mocpeacTsom
Ha)KaTHs KHONKHM WM BBIOOpa d3JeMeHTa HUHTepdeiica, KOTOpble HHHULIUHUPYIOT COBEpLICHHE
COOTBETCTBYIOILIEH OIlepalii;

IIPU COBEPILEHUU UHBIX ONEPaLIUd:

€CII NIPH COBEPIIEHUM ONepalMy ocylecTBiseTcs ayreHTUu(ukanus Kpenuronomydarens -
MIOCPEICTBOM COBEPIICHHSI JEHCTBUH sl ayTeHTHuKanmu Kpenutononyyarens;

€CIIU TIPH COBEPILIEHUM Ollepalluy He OCyIeCcTBIseTcs ayTeHTuGuKkanus Kpeagutonomyyaress
- TOCPEACTBOM COBEPIICHHs JAEUCTBUM 10 WHUIMUPOBAHMIO COBEPIICHHS COOTBETCTBYIOIIEH
oIrepanuu.

B cnyuae eciu BanmioTa omepanuu HE COBIIAJAET C BAJIIOTOM CUETa, a TAKKE B HEKOTOPBIX
cilydasix, pelyCMOTPEHHbIX MJIaTeXHBIMH CUCTEMaMH, IPOBOJUTCS BaJIFOTHO-OOMEHHAsl ONeparusl.
BantoTHO-0OMEHHBIE Omepanuy COBEpPIIAIOTCSA MO0 Kypcam, YCTaHOBIEHHBIM Kpenurtonarenem Ha
MOMEHT COBEpIIECHHs OIlepali, C YYE€TOM KpOCC-KypCOB IUIATEKHOM CHUCTeMbl. BamoTHo-
0OMEHHBIE KYpChI JUIs IPOBEJICHUS ONlepaliil Mpu UCHOIb30BAaHUN KaPTOUEK MOTYT OBbITh U3MEHEHBI
B TeueHue pabouero aHa B coorBerctBUM ¢ JIIIA Kpeauronarens, periaMeHTUPYIOIIUM
YCTAaHOBJIEHHE KYpPCOB BaJlIOT IO ONEpalUsM C HCIHOJb30BaHMEM Kaprouek. MHdopmanus o6
yCTaHOBJIEHHBIX KpenurTonmareneM Kypcax BalIOT MO ONEpanysaM C KapTOYKaMH pa3MEIAcTcsl Ha
caiite Kpemutonarens, B cucreMax JUCTAHIIMOHHOTO OaHKOBCKOTO OOCIY)KMBAaHMSI KIIMEHTOB
(MutepHeT-0aHKMHT, MOOWIBHBIN OaHKUHT), a Takke B moapazaencHusx Kpenuronmarens B
0OLIETOCTYITHOM ]ISl KITMEHTOB MECTE.

WNudopmanus o Kypcax BaJIOT, YCTAHOBJCHHBIX IJIATEKHBIMH CHCTEMaMHM, pa3MeIlaeTcsl Ha
CalTe IIaTeKHON CUCTEMBI.

Jlns  omepauuii, COBEpLIEHHBIX B YCTpOHCTBax OaHKOB, He MOAKIOYeHHbIX K OAO
«baHKOBCKHUI MPOIECCUHTOBBIN 1IeHTp» (nanee - BIIIl), MoMeHT coBepieHus BaTtOTHO-OOMEHHOU
olepalry ONpeAessieTcss Ha OCHOBAaHUM PACUETHOM HMH(OpMaIUM, MOCTYHNHUBIIEH OT IUIATEKHOU
cuctembl. B ciyuae, korja ruiatexHasi cucTeMa B pacueTHOM MH(OpMalMMU He yKa3blBaeT BpeMs
COBEpILEHHS ONepaliy, Al COBEPIICHHUS TaKOH ornepanuy NpUMEHSIOT BaJIOTHO-OOMEHHbIE KYPChI,
YCTaHOBJICHHBIE TIOCIEIHUM 32 3Ty JaTy paclopssKeHUEM.

Jlnst onepanuii, COBepIIEHHBIX B ycTpoiicTBax Kpenuronarens uinu 0aHKOB, MOAKIIOUYEHHBIX K
BIILl, MoMeHT coBeplIeHHs] BaJIOTHO-OOMEHHOW ONepaluu OIpelnessieTcss UCXOAs M3 AaThl U
BPEMEHM COBEPLLIEHUS OIIEpaLUH.

[To dakty npoBenenus KpenurononayuyaTteneM BaltoTHO-0OOMeHHOMN omnepauuu Kpeauronarensb
dopmHpyeT JOKYMEHT, MOATBEPKIAIOIINN POBEIEHNE BAIOTHO-0OMEHHOH omneparuu. JlokyMeHT
dopMmupyercst (BBIBOAUTCA Ha Me4yaTh WM UHTEpQeiic yCcTpoiicTBa) C NCIOJIb30BAaHUEM YCTPOWCTBA
Kpenutonarens, B koropoMm KpeauromnosnydareneMm NpPOBOAUTCS BaJIOTHO-OOMEHHas OIeEpariusl.



JIaHHBIN JOKYMEHT COAEPKUT HHPOPMALIUIO, IPETYCMOTPEHHYIO 3aKOHOJATEIbCTBOM.

6.2. O6paboTka omepanuii IpU HCIOJIB30BAHUHU KapTOUEK MPOM3BOMUTCS B JABYX CHUCTEMax.
[lepBoHauanpHO - B cucTreMe OOpabOTKM aBTOPHU3ALMOHHBIX 3alpOCOB, B KOTOPOHl B pexuMe
pEaIbHOTO BPEMEHU U3MEHSIETCA JOCTYIIHAs CyMMa I10 KapTOUKe, a 3aT€M - B CUCTEME KJIIMPUHIA, B
KOTOpo# (opmupyercs pacueTHass uHpopmauusa. Toiapko 1o mepe obpaborku Kpenutomarenem
pacyeTHOI nH(popMaIMK CyMMa OIepaliy OTpaskaeTcs o cuery KpenuromnomyuaTens.

ITockonbky oOMeHHbIe Kypchl ycTaHaBinuBatoTcss MIIC exenHeBHO U OOHOBIISIOTCS C yYETOM
CUTyallul Ha BAJIOTHOM pPbIHKE, CyMMa OIl€paliy B BAJIOTE cuUeTa Ha 3TAale aBTOPU3aLUU U Ha
JTare OTPaKeHUsI ONepalMy 10 CUETY MOXKET OTINYATHCS (B MEHBIIYIO WA OOJIBIIYIO CTOPOHY).

7. OCOBEHHOCTH COBEPIIEHMU S OITEPALINI B I''TOBAJIBHOM KOMITBIOTEPHOM
CETU UHTEPHET

7.1. Kpemuromarens mnpepoctaBisieT KpeauronosydaTento BO3MOXKHOCTb —COBEPILEHUS
omepanuil OriaThl TOBApOB, PabOT W yCIyr B TI00ANIBHONH KOMITBIOTEpHOU cetn HHTEpHET ¢
IPUMEHEHUEM PEKBU3UTOB KAPTOUYKHU C YUETOM CIIEAYIOLIMX OCOOCHHOCTEH:

Kpenuronarens mpenocraBisier Kpenuronosydaremro  BO3MOXKHOCTb — HCIIOJIb30BAaHHUS
texHosnorui benkapt-Uurepuerllapons;

JUIS TIOJTBEP:K/ICHUSI COBEPIICHUS ONepaluu B II100aJbHOM KOMIbIOTEpHOH cetu MHTEepHeT
Kak mnpaBuwio ucnoib3yercss KIIII2, ogHako mnpu coBepIIEHUMH HOBTOPHBIX (TOANMCAHHBIX)
iarexeil B ogHoi u toi s)xe OTC nonyckaercs orcyrerBue noarsepxaenus KIITI2.

Kpenuronarens umeeT npaBo yCTaHABIMBATH OTPAHUYECHHS HAa COBEPLICHUE ONIEPALUNA OILIATHI
TOBAapoOB, PabOT W yCIyr B IIOOANbHON KOMITbIOTEpHOW ceTn HWHTepHeT (B TOM dHCIE C
npuMeHeHueM TexHosoruu benkapr-Murepuerllaposs) npyu UCHONb30BaHUM KapTOYeK.

7.2. Kpenuromoinyyareab HECeT OTBETCTBEHHOCTb 3a OINEpalid, COBEPILIEHHBIE C
UCIOJIb30BAaHUEM KAapTOUYKH MJIM €€ PEKBU3MTOB B IJI00aJIbHON KOMIIBIOTEpHOW cetu HHTepHer
(manee - IHTepHET-TIIIATEXKH ).

Kpenuronoiydarens HeCceT BCe PUCKH, CBSI3aHHBIE C IpoBeneHUEeM IHTepHeT-IaTe:xed u
OCYIIECTBJIEHUEM HHBIX JIEUCTBUM, CBSI3aHHBIX C BHECEHUEM M COXPAHEHHEM PEKBU3UTOB KAPTOUKU
Ha MHTepHeT-caiiTax.

Kpenurononydarens He MOXKET NpeabsABIATh KpeauTomarento NPEeTEeH3UH IO OIEepalusM,
IPOBEIEHHBIM B TJ00aJbHOW KOMITBIOTEpHOW ceTu VHTepHEeT mpu HCHOJIb30BAHWU KApTOUKH, B
ciyvae HapymeHus Hacrosuiero Iopsnka.

Kpenutonarens He HECeT OTBETCTBEHHOCTb B Cllydae HEBO3MOXKHOCTH IIPOBEACHMUS
Kpeaurononyuarenem MHTepHeT-muarexeil no HezaBucsamumM ot Kpenuronarens 00CTOSTEIbCTBAM.

BBenenue npaBuIIbHBIX pekBU3UTOB KapTouku, koma KIII2 w/unm mpoBepounoro koxa 3D-
Secure sBngercs HaIexaumed u goctatoyHol ayreHTUukauued Kpenurtomomywarens st
oTpaxkeHus 1o CyeTy ornepanuy, COBEpUICHHON IIPH UCIIOJIB30BaHNN KapTOUYKH U €€ PEKBU3HUTOB.

7.3. PackpbiTie MHGOpMAIMU B COOTBETCTBUU cO craTheil 23 3akoHa Pecnybnuku benapychk
or 19.04.2022 Ne 164-3 «O miaTeXHbIX CHCTEMAX M IUIATEKHBIX YCIyrax» IPOU3BOJUTCS
Kpenutomarenem  mocpeactBom  pasmemenus  [IpaBunm  mmarexnoit  cuctremsl  OAO
«benarponpombank» Ha caifte Kpeauronarens B rino0aibHOM KOMITBIOTEpHOM cetn MHTepHET 1o
anpecy: www.belapb.by.

8. PEKOMEHJIAIINH 11O BE3SOITACHOMY UCITOJIb3OBAHUIO KAPTOYKHM
8.1. Coxpanute HoMep TenedoHa CIykObI cepBuca (MOAnEpKKH) KapTouek Kpenutonarens B
JIETKOIOCTYITHOM MecTe (Hampumep, B TaMATH MOOWJIBHOTO TeledOoHa WIIM 3alMCHONW KHIDKKE), 9Ta
uH(pOpMAIIK MOKET IPUTOTUTHCS A7l OIOKUPOBKH KApTOUKH B CITy4Yae €€ yTepH JIU0O0 KPaxu.
8.2. OOecrneunBaiiTe ycaoBHs XpaHEHUS KapTOUYKH, KOTOPHIE HCKIIOYAIOT BO3MOXHOCTH €€
yTepH, MOpUYH, KOMUPOBAHUS JaHHBIX, HECAHKIIMOHUPOBAHHOTO U HE3aKOHHOTO MCIONb30BaHus. He



JOTyCKalTe MEXaHUYECKUX MOBPEKICHUM Ha KapTouke, JedopMaluu, 3arpsa3HeHUs, BO3ACHCTBUS
BBICOKMX W HHU3KHX TEMIIEPATyp, IEKTPOMATHUTHBIX TMOJIEH, MPSIMBIX COJMHEUYHBIX JIy4ei, BIard,
KpacuTellel, pacTBOpUTENIEH, BpPEAHBIX XHWMHUYECKUX BEIIECTB U APYrHMX HEOIaronpHUsITHBIX
(hakTOpOB, KOTOPHIE MOTYT MOBJIEYh HEPAOOTOCTIOCOOHOCTh KAPTOUKH.

8.3. He mnepepaBaiite KapTO4Ky TpeThbUM JullaM. [IpaBo mMmoib30BaHUsSI KapTOUKON HMeEET
Tosibko Kpeauronomyuarens.

8.4. Xpanure B TaifHe OT JPYrux JiMl KOHGUACHIIUATIbHbIC JaHHbIE KAPTOUKH: HOMEP U CPOK
JIeMCTBUS KaPTOUKH, YKa3aHHBIH Ha 000OPOTHOI CTOPOHE TPEX3HAUHBINA KO/ MPOBEPKH MOATUHHOCTH
kapTouku (npu ero Hanuuuu), [IMH-koxa, KoTopbIil HEOOXOAMMO 3aIIOMHUTH UJTH, B CITy4ae €ClId 3TO
SBJISICTCSI 3aTPYAHUTENBHBIM, XPaHUTh €r0 OT/AEIBbHO OT KapTOYKM B HESIBHOM BHJIEe (HAmpuMmep,
MepenucaB ero Ha JIMCTOK OyMard Cpeny MpoYux Ipymin mudp wid Jo0o0i apyroid nHpopManun).
Hukorma ne coobmaiite I[IMH-konq apyrum mnunam, BKIOYas POJCTBEHHUKOB, 3HAKOMBIX,
pabotHukoB OankoB, OTC, mpencraBuTeneld MpaBOOXpaHUTEIBHBIX OpraHoB. He mnepenaBaiite
[MNH-kox Hu 1o TenedoHy, HU MO MeKTpoHHOU nouTe. Tonpko KpenuTonomyyaTens 10KeH 3HATh
ceou IIMH-xox.

8.5. HactosiTensHO peKOMEHIyeM HCHOJIb30BaTh yciIyry «SMS-uHpopMHpoBaHUE», KOTOpas
ofOecrieunBaeT ONEpPaTUBHOE TMoOJydeHWe UWHPOpMAIMU O KaXJO0H OCYIIECTBICHHOW ¢
MCIIOJIb30BaHUEM KapTOUKH OIlepaliy, MOBJIEKIIEH N3MEHEHHUE pa3Mepa 3a10JKeHHOCTH 110 Cuery.
[Tpu nocrymnenun Push/SMS/Viber-coobmenus o6 omeparuu, kotopyo Bwl He coBepmanu,
HE00XO0AMMO HE3aMEUIUTENILHO 3a0JI0KUPOBAaTh KapTOUKy U oOpaTuthes K Kpenuromarento.

Ecnu npu Hamuumu mnOAKIIOUEHHOW ycnyru «SMS-undopMmupoBaHue» COOOUICHHUS OT
KpenuTonarenst o mpoBOAMMBIX ONEpaIUsIX MEpPecTald MOoCcTynarh Ha Bam mMoOuinbHBIN TenedoH,
HeoOxoauMo cBsi3aThesi ¢ Kpenuromarenem [l YTOYHEHHS MPUYMH, YTOOBI HUCKIIOYHTH
BO3MOXXHOCTh mepexBara Push/SMS/Viber-cooOmiennii TpeTbiMu JUIAMH. ECIIM TIOTydeHHOE
Push/SMS/Viber-coobmicHre BBI3BIBAET KaKHE-THOO COMHEHMS HIIM OIACEHHs, OINCPATHBHO
oOparurech k Kpenurtonarento /i oy4eHus pa3bsiCHEHUM.

8.6. [lns B3aumopeiictBus ¢ Kpenuronarenem UCIONb3yHTE TOIBKO PEKBU3UTHI CPEICTB CBSI3U
(MOOWJIBHBIX W CTallMOHApHBIX TenedoHoB, (akcoB, HTepHET-caliTOB, OOBIYHON M 3JIEKTPOHHOM
MOYTHI), KOTOPBIE YKa3aHbl B JOKYMEHTaX, MOJy4eHHBIX HEMOCpeACTBeHHO Y Kpenuronarens.

8.7. Ilpu yrtepe, Kpake KapTOYKHU, OCTABJICHHUH €€ B OaHKOMAare WJIM WHOM YCTpPOMCTBE
caMooOcnmykuBaHusd,  U3bATHM  Kaccupom  OTC,  kommpomeranud  KapTO4YKd  (eciu
KOH(HICHIIMAIIbHBIC JaHHbIE KApTOYKH CTajd W3BECTHHI TOCTOPOHHHUM JIHMIIAM) JIMOO TIpH
BO3HUKHOBEHHWM TaKUX TOJO3PEHUNH HEOOXOAMMO HEMEUICHHO 3a0JOKHMpOBaTh KapTOUKY
(Hampumep, MO3BOHUB B ClIyk0y cepBHca (moaaepxku), uian nocpeacrsom C/IbO) u oOparurech k
Kpeauronarento.

8.8. IIpoBenenue onepalyii mpy UCIOIH30BAHUN KAPTOUKU B OaHKOMAaTax U MHPOKUOCKAX.

[Ipu BeIOOpe GaHKOMaTa WM WH(OKUOCKA, B KOTOPOM BbI COOMpAETECh MPOBECTH OMEPALIUIO
IpU UCHOJIb30BAaHUM KAPTOUKH, KEIATEIbHO HM30€raTh IJIOXO OCBEUICHHBIX U OE3TIOHBIX MECT.
Haubonee 6e30macHpIMU MeCTaMU I COBEPIIEHUS OTNEpalyii SABISIOTCS MOMENIEHUsI OaHKOBCKUX
0(HCOB, yINYHbBIE )K€ OaHKOMAThI B TYPUCTHUUECKUX pallOHAX SIBJISIIOTCS MEHee 0e30MacHbIMHU.

Jlnst coBeplIieHUsT PETyJspHBIX OINEpaluid CTapalTech MOJIb30BAaThCA OJHHUM M TEM K€
0aHKOMAaTOM, PacloJjOKEHHBIM B XOPOIIO OCBELIEHHOM MECTe: BaM OYJET IMpoIle BBIIBUTH (HaKT
YCTaHOBKHM Ha HEro CTOPOHHEro 00OpYyJOBaHHUsS, KOTOPOE MOXKET HCIOIb30BAThCSI MOIICHHUKAMHU
TSl TIOXUIIEHUST MH(OpMAIuu ¢ KapTOUeK.

[lepen HauamoM oOCIyXKMBaHHS OCMOTPHTE JMIIEBYIO TaHenb OaHkoMaTa. baHKOMaThI
HEKOTOPHIX OAaHKOB Mpe/jIaratoT CBEPUTh M300pakeHHe OaHKOMaTa Ha MOHHTOPE C T€M, KOTOPBIHA
nepen Bamu. OOpature 0oco0oe€ BHUMaHHE Ha IIETb KAPTONPUEMHHUKA: MOIICHHUKH MOTYT
YCTAaHOBUTh Ha HEro HE NPEeIyCMOTPEHHYI0 KOHCTpYyKIMel OaHkomara Hakmanky. Ilepen
UCIIONIb30BaHUEM OaHKOMAaTa WU JPYroro yCTpOMCTBa camMOOOCTY)KHMBaHUs MOTPOTAWTE MaHENH,



nonpoOyiiTe X MOABUraTh: (albIIMBbIE HAKIAJKU U KIaBHATYypbl OOBIYHO JAEpiKaTcs IUIOXO M, Kak
MpaBUJIO, AK€ MPU HE3HAYUTEIHLHOM BO3JCUCTBUU IIATAIOTCS, OTXOAST WM Ja)Xe OTHaJaroT.
3a4acTyi0 MOILIEHHUKH OCTAaBJISIOT 3aMETHBIE CIIEAbI: LIENH, KJIeeBble MOATEKH U CKOJbl. Jlydie He
UCIIOJIb30BaTh OAaHKOMAT, KapTOMPHEMHHK KOTOPOTO BBITJSAUT TaK, OYATO KTO-TO KOBBIPSUI €TO
OTBEPTKOM WJIN OOJIHIT KJIEEM.

[Topoii MOIIEHHUKH J1€TAI0T MOA/Ie/IbHbIE TAHEIH C BUICOKaMEPaMH, KOTOPBIE 3aTeM KPEMsTcs
K OaHKOMaTy: Ha JUCIEHCep ISl JEHer, MOJ KO3bIPEeK, MOJ 3KpaH WU Jake B CTEHJIE Ui
PEKJIAMHBIX OpOIIIOp. DTH KaMephl W3/1ajieKa MOTYT BBITJISIACTh KaK Y€PHBIC TOUKHU.

Ecnu xnaBuatypa HeecTeCTBEHHO BBIMHPAET, IIATACTCS WM OTIUYAETCS 1O TOHY, BBITJISIUT
HOBOH, B TO BpeMsi Kak caM OaHKOMAaT y>K€ UMEET SIBHbIC MPU3HAKU M3HOIIEHHOCTH, - 3TO TaK¥kKe
MOBOJI OTKA3aThCs OT UCMOIb30BAHUS TAKOTO YCTPOICTBA CaMOOOCITY KIBAHUSI.

8.9. He mpumensiiiTe upe3MepHy0 (HU3HUECKYIO CHITy, 9YTOOBI BCTABUTh KapTOYKy B OaHKOMAT
(uadpoxuock). Ecnm OaHKOBCKas KapTOuyka HE BCTaBISETCA O€3 JIONMOJHUTEIBHBIX YCHUIIUH,
BO3JICPIKUTECH OT UCTIOIH30BAHMS TaHHOTO OaHKoMaTa (MH(OKUOCKA).

B nexoropbix OankoMaTtax (MH(OKMOCKAX) MOTYT MPHUMEHSTHCS CIElHaIbHbIE YCTPOICTBA,
KOTOpBIE MPEMATCTBYIOT KOIMMUPOBAHUIO MOIIIEHHUKAMH JIAaHHBIX O KapTOUYKaX, - JUKUTTEPhl. B Takux
Oankomarax (MH(OKHOCKAX) MpoIlecc MpueMa KapTOYeK YCTPOMCTBOM MOXKET OTJIMYAThCS OT
Opyrux 6aHKoMaToB (MH(POKHOCKOB) - KAPTOYKa BUOPUPYET B MOMEHT €€ IIpHreMa YCTPOWCTBOM.

8.10. IIpu obHapykeHUHU MOCTOPOHHETO 000pYyIOBaHUS (HAIPUMEp, HAKIIAJAKN) HE MbITANTECh
CHATHb €r0 CaMOCTOSITEJIbHO, BO3JICPKUTECh OT COBEPILICHUS OINEpallrid, a O BBISIBICHHONW HAKJIAJIKe
coobmuTe B OaHK, OOCITY>KMBAIOIIUNA YCTpoicTBO. Eciii COMHEHHS OTHOCHTENBHO KOPPEKTHOM
paboTbl OaHKOMaTa WM JAPYrOro yCTPOHCTBA CaMOOOCTY>KUBAHHUS BO3HUKIIM TOCJIE€ TOTO, Kak
KapTouKka MOMelleHa B KapTonpuemMHukK, He BBoguTe [IMH-xon. HaxxmuTte KHONKY Uii OTMEHBI
omnepanuu U 3a0epuTe KapTOuky. Eciii Bbl 3aMETHIIM TMOCTOPOHHEE O0OPYIOBAaHME YK€ IOCHe
OKOHYAHUSI OOCITYXHBaHHS, 00s3aTEIBHO Cpa3y ke 3a0JOKHPYHTEe KapTOUKy JIFOOBIM JTOCTYIHBIM
CIOCOO0OM.

Y6enurech, 4To BbIOpaHHBIA BaMU OaHKOMAT HIIM JPYroe yCTPOMCTBO CaMOOOCHYy>KHBAaHUS
MPUHUMAET UMEIOIIYIOCS Y Bac KapTouKy. JloroTun Ha Bamieit KapToyke ¥ Ha dKpaHe MPOTrpaMMHO-
TEXHUUYECKOTO yCTPOWCTBA U (W) HA €r0 KOPITyCe TOJDKHBI ObITh OJMHAKOBBI. ECIT BBl BCTaBWIIU B
OaHKOMAT WJIK JIPYTrO€ yCTPONUCTBO CaMOOOCTYKMBAaHUS KaPTOUKY, HE 0OCYKMBAIOLTYIOCS B JaHHOM
YCTpOICTBE, KapToyka OyAeT BaM BO3BpallleHa, MPU 3TOM Ha JKpaHEe MOSBUTCA HHQOpMAIHS O
HEBO3MO>KHOCTH COBEPILIEHHUS OTIEpaIliu.

B ciywae ecnm moGmm3octé OoT OaHKOMATa WM JPYroro ycTpoWcTBa CaMOOOCTYy>KWBAaHUS
HaxoJATCS JIIOAM, BBI3BIBAIOIIME Y Bac TMOJO3PEHHE, CIEIYyEeT BHIOpATh APYroe BpeMms Uit
MCIIONIb30BaHUsI JAHHOT'O YCTPOMCTBA WM BOCTIOIB30BATHCS APYTUM OaHKOMATOM WJIH YCTPOHCTBOM
caMoOOCTyKUBaHUS.

ByapTe 0COOEHHO OCTOPOXKHBI, €CITM HE3HAKOMBbIE IIOJM TMpejiaraloT BaM IOMOIIb B
WCIIOJIb30BAaHUU KapTOYKKM B OaHKOMATe WM JIPYTOM YCTPOMCTBE caMooOcnykuBaHus. B ciydae
3aTpyJHEHUHN, BO3HUKIIMX IPU MCIOJb30BAaHUM KapTOUKH, HE MPUCIYLIIMBANTECh K COBETaM
MOCTOPOHHUX JIUI, a JIUIS CBSI3M ¢ BaHKOM TOJIB3yHTEeCh TOJIBKO HOMEpaMH TeledOHOB, KOTOPHIC
yKa3aHbl HEMOCPEICTBEHHO Ha KapTOYKe JMOO TMONy4eHbl BaMH W3 HAJEKHBIX IPOBEPEHHBIX
HMCTOYHHKOB WJIM HETIOCPEACTBEHHO K KpenuTomarerto.

OOparraiiTe BHUMaHUE Ha JIIOJICH, CTOSIIMX 32 BaMH B ouepenu y OaHKoMaTa WU JIPYroro
YCTPOWCTBA CaMOOOCITYKUBaHMUSI, B CITy4ae HEOOXOIMMOCTH MOTIPOCUTE UX OTONTH Ha PacCTOSIHUE, C
KOTOpPOTO OHU He cMOryT yBuaeTh BBoAUMBIN Bamu [IMH-kox. 11pu BBone [IMH-kona Haxonurech
KaK MOXHO OJlmke K OaHKOMaTy WM YCTPOMCTBY CaMOOOCITY>KHMBaHHS, MPH ITOM NPHUKPBIBANTE
KIIAaBUATYPY JaJ0HBI0 CBOOOTHON PYKH.

[Ipu ucnonb30BaHUM KapTOYKH BHUMATEIIBHO M3y4alTe WHPOPMAIINIO, BHIBOJUMYIO Ha dKpaH
0aHKOMAaTa WM IPYToro yCTPOWCTBAa CaMOOOCTYKUBAHUS, U TIPOBEPSINTE MPABUILHOCTh BBOJIUMBIX



nanubiX. [Ipu HEeomHOKpaTHOM HekoppekTHOM BBoae IIMH-koma kapTouka OJOKUPYETCS U MOXKET
OBITh M3BsITA OAHKOMATOM WJIHM JIPYTUM YCTPOMCTBOM CaMOOOCIYXHBaHUS. B ciydae u3bITHA
KapTOUYKU (HE3aBUCHMO OT IMPUYUHBI) OAHKOMATOM WJIU APYTUM yCTPOMCTBOM CamMOOOCHTy>KHBAaHUS
HEME/JICHHO 3a0JIOKUPYHTE ee (HampuMmep, CBSI3aBIIMCH CO CIYKOOU cepBuca (TMOIACPKKU) WU C
ucnonp3zoBanuem CJ1BO).

He no3BossiliTe HUKOMY OTBJIEKAaTb Bac BO BpEMs IIPOBEJEHUS OIEpalMM, ITOCKOJIbKY BBI
MOXKETE CIIy4allHO COBEPIIUTh HEKOPPEKTHYIO omepaunuto. Kpome Toro, mpum OTCyTCTBUU KaKHX-
an0o AeMCTBUM ¢ Balllell CTOPOHBI B TEUEHUE YCTAHOBJIEHHOI'O Ul JJAHHOTO YCTPOMCTBA BPEMEHU
OHO MOKET U3BATh Ballly KAPTOUKY U (MJIK) IEHBIH.

B ciydae ecni 6aHKOMAT HITH IPYTO€ YCTPOMCTBO CaMOOOCTYKHBAaHUS Pa0OTAET HEKOPPEKTHO
(Hampumep, J0JIroe BpeMsi HaXOAUTCS B PEKUME OXKHJIaHUS, CAMOIPOU3BOJIBHO MEpe3arpyxKaercs),
CIIEyeT OTKa3aThCsl OT HCIIOJIb30BAHUS TAKOIO yCTPOMCTBA, OTMEHUThH COBEPLIAEMYIO ONEPALUIO,
HaXaB Ha KJIaBUAType COOTBETCTBYIOUIYIO KHONKY, M JOXKIATbCA BO3Bpara KapTouku. Ecim
YCTPOHCTBO HE BO3BpAIlaeT KapTOYKy, CIIEAYeT HE3aMeJINTENIbHO 3a0JIOKUPOBATh KapTOUKY
J00BIM JOCTYIHBIM CcIOc000M 1 006paTuThes K Kpenuroaaresnto.

He ocraBnsiiTe 3ampolneHHBbI BaMM KapT-4eK B OaHKOMATe WM JIPYrOM YCTpPOICTBE
€caMOoO0OCITy)KMBaHUS, TaK KaK B 4YeKe MOTYT OBITh yKa3aHbl CyMMa OIEpallii, OCTaTOK JIEHEKHBIX
CPEICTB. DTO MOKET IIPHUBJICYH IPAOUTEIISI HITU MOIIICHHHKA.

8.11. IlpoBenenue onepanuii 6e3HATMYHON OIIATHI IPU KCTONb30BaHUHU KapTouku B OTC.

Hcnonp3yiite kapTouky B OTC, KOTOpbIE BBI3bIBAIOT 10BEPUE.

[Ipn mpoBeneHuM omepanuii B pecTopaHax, Oapax, Mara3MHax, OTJIaBas KapTOUKy
o0CITy’)KMBalOlIeMy TEpCOHaly, HE BBINyCKaiTe ee w3 mons 3peHus. llpm HeoOXxoammocTu
npocienyiire 3a paboraukoM OTC k TepmuHaly. JTO MO3BOJMUT MPEJOTBPATUTH HEIIPABOMEPHOE
KOTMpPOBaHNE HH(OpMAIH, yKa3aHHOH Ha KapTOUYKe.

[Ipu coBepiieHnH omepaIuy ¢ UCIOJIb30BaHUEM MIPUHTEPA WK Tu1aTexHoro tepmunana (POS-
TepMHUHaja) Kaccup MoxkeT mnorpedboBars BBectd [IMH-xkox wnm moamucath KapT-yeKk B
COOTBETCTBUU C TPEOOBAHUSMH, YCTAHOBJICHHBIMH MIPABUIIAMH IJIATEKHOU CHCTEMBI.

[Ipu mpoBenenun omepanuu ornatel B OTC oOpamaiite ocoboe BHHUMaHUE Ha JCHCTBUA
KaccHpa, €ClIM OH IBITAaeTCs MPOBECTH KapTOUYKy Yepe3 CUMTHIBAIOIIEe YCTPOHCTBO 000pYI0BAHUS
OonbiIe OJHOrO pa3a. IOTO IMO3BOJIUT MPEAOTBPATUTh MPOBEJACHHE HECAHKIMOHUPOBAHHBIX
onepauuii. O0s3aTeIbHO MOMHTEPECYHTECh TPUUMHOM, 10 KOTOPOH Kaccupy HEOOXOMMO ITOBTOPHO
IPOBECTH KapTOYKy 4epe3 CUMThIBAaIOIIee YyCTpoiicTBO obopynoBanus. Ecnmu Bcnencrsue
HEYCHEIIHOW OINepaluu MO KapTOuKe Bbl OIUIATMIM IOKYNKY HWHBIM CIIOCOOOM (Hampumep,
HAJIMYHBIMM WM MHOW KapTOYKOH), COXpaHWUTE IOATBEPKAAOIMUNA JOKYMEHT U IPOBEPHTE,
CIIMCAJINCH JIM CO CUETA JIEHEKHBIE CPECTBA 10 HEYCIIEIIHON OIIEepalIiH.

BBonute TIMH-kon, mpukpeiBas KiIaBHAaTypy JaJoHbIO cBOOOnHOH pyku. Ilepen nabopom
[TNH-koxa cnexyer yOeAUTHCS B TOM, UTO JIFOJIU, HAXOAALIMECS B HEMOCPEACTBEHHONW OJIM30CTH OT
Bac, ne cmoryt ero yBuaets. Hukorna u Hu nipu kakux oOcTosiTesnibeTBax He coodmante [IMH-kon
pabotHukam OTC.

[lepen TeM kak moamucarh KapT-4ek, yOequTech, UTO CyMMa M BaJlOTa OIEpaliu, HOMEp
KapTO4YKW (ero vacTh), Jara olnepauuu, TUn onepanuu, HazBanune OTC wu apyrue JaHHEBIE,
yKa3aHHbIE B KapT-4eKe, BEPHBI.

Ecin BBl pemmnu OTKa3aTbecsl OT IMOKYIKU IIOCJE€ YCHEIIHOTO 3aBEPILEHUs OIepalyH,
noTpedyiiTe OTMEHHUTH omepanuio. O0sS3aTenbHO COXpAaHUTE KapT-dyeK MO ONepanuu OTMEHbBI 10
CBEPKH BBIIHUCKH 10 CUETY, K KOTOPOMY BBINYIIIEHA KapTOUYKa.

beckoHTakTHBIE orepauu COBEpUIAOTCS B pexume «CaMOOOCITY KUBaAHUS»:
Kpenurononyuarens He nepeiaeT KApTOUKY WU APYrod IMIATEKHBIA MHCTPYMEHT, UCIIOIb3YyEMBbIi
JUIs OIuiaThl (Hampumep, OpacneT, Openok, MOOWUIIBHBIN TeNePOHOB WU JPYroe YCTPOWUCTBO)
KaccHpy, a CaMOCTOSITEIbHO NPUKIAAbIBAET KAPTOUKY WIIM JPYrodl MIaTeXKHbIH HHCTPYMEHT K



CUUTBIBAIOLIEMY YCTPOMCTBY TEPMHUHAJIA JJIs IPOBEACHUS ONIEPALIVH.

8.13. IlpoBenenue omnepauuii OE3HATMYHOM OIUIATHI TPU HCHOJIB30BAHUU KApTOUYKH B
r100anbHOM KOMIIBIOTEPHOH ceTn MHTEepHeT.

Jnst obecnieuenust HanbOoJiee BEICOKOTO YPOBHSI 0€30MaCHOCTH ONepalyii MOAKIIOUUTE YCIyTy
MOATBEPKICHUS omnepanuii no TexHonorun benkapr-Untepnerllapons. JlaHHbIE TEXHOIOTHH
MO3BOJISIIOT 3aIPOCHUTH JOMOJHUTEIBHOE MOATBEPIKICHHUE ONEpaluii, COBEPIIAEMbIX B II100aIbHON
KOMIIBIOTEpHOU ceTu VHTEpHeT, ¢ MOMOLIbI0 OJHOPA30BOrO MApOJisi, BHICHLIAEMOro Ha TenedoH
(mocpenctBom Push/SMS/Viber-cooOrienust), yka3aHHBIN IPU MOAKIIOYSHUN YCITYTH.

He orBeuaiiTe Ha ayeKTpOHHBIE MHCbMa, B KOTOPBIX OT UMeHH skoObl Kpemurtomatens wim
MHBIX OPraHM3alUi, a TAKKE TPAXKAAH MPOCIT MPEJOCTABUTH NEPCOHATIBHYIO0 HH(POPMAIUIO, B TOM
YHClie PEKBU3UTHI KAPTOUYKU, B ILENAX HUX OOHOBIEHUS uiu s peructpanuu. Ilocrapaiitech
BBISICHUTH IIPAaBOMEPHOCTb TaKUX IPEAJIOKEHUM, cBs3aBUIMCh ¢ Kpenuroaarenem Mo OCTOBEPHO
U3BECTHOMY HOMepy TejedoHa (Hampumep, IMOJYYEHHOMY BaMH HEMOCPEICTBEHHO OT
Kpeauronarens npu nojsyuyeHUU KapTOUKH).

[lepenaBaiite uHPOpPMAIMIO O KapTOYKE TOJBKO JUIs OIUIaThl NOKynku. Hukorma He
nepecbulaiiTe JaHHbIE KapTOUKH IO 3JEKTPOHHOM IOYTe, TaK KaK IeperaBaeMasi 10 3JIEKTPOHHOU
noute nH(opManus He MOTHOCTHIO 3alIUIIEHA OT MepexBara U UCHOIb30BaHuUs MOCTOPOHHUMHU. Ha
caiiTax BCEX H3BECTHBIX OJIATOHAJEKHBIX MAara3MHOB HCIIOJIB3YETCS TEXHOJOTHS MIH(PPOBAHUS
JaHHBIX, KOTOpas 3amuinaeT Bamry nHhopMalnio JMYHOTO XapaKTepa MPpH COBEPIICHUH MOKYITKH.

Huxorna He 1nokassiBaliTe HOMEP KapTOYKM B JOKA3aTelIbCTBO JOCTHXKEHUs Bamu
ONPENIETIEHHOTO BO3pacTa, XOTS MHOIZIa HAa HEKOTOPBIX CalTaXx MOTYT IMONPOCUTH 3TO CHEJaTh.
Howmep kapTouku He MOXKET yKa3blBaTh Ha JOCTHKeHUE Bamu kakoro-iubo Bo3pacra.

37I0yMBILUIEHHUKA 4YacTO pPacCHpOCTPAHSAIOT BHPYCHBbIE NPOrpaMMbl 4Yepe3 pa3iuvHbIe
HHuTepHeT-pecypehl - OT COLMANIbHBIX CeTell A0 0OBIYHBIX HOBOCTHBIX cailToB. Kpeauromnoiyyarens,
KOMIIBIOTEP KOTOPOTO 3apa)KeH, IPU MOMBITKE BOUTH B JMUYHBIA KAaOMHET MOXKET ObITh HE3aMETHO
NIEpEHaIIpaBIeH Ha «(QUILUHIOBBINY» CalT, KOTOPbI BHEIIHE NPAKTHUUYECKW HE OTIMYAETCS OT
NOJJIMHHBIX caiiToB MHTepHET-0aHKOB, MHTEPHET-Mara3uHOB WM JIPYTHX IJIATEKHBIX CEPBUCOB.
Urto06s!I 3TOrO M30€kKaTh, CTapaiiTeCh MaKCHUMaJIbHO HUCIIOJIb30BaTh BOZMOXKHOCTH Ballero Opaysepa u
MOYTOBOT'O KJIMEHTa Mo obecreueHuto OezomacHocTu. [ 3Toro B onuusx Opays3epa M MOYTOBOTO
KJIMEHTa HEeoO0XOAMMO BKIIIOYUTH JONOJHUTENbHbE ¢yHKuuu. Hamnpumep, «bnokuposka
BCIUIBIBAIOIIMX OKOH», «3ammra oT ¢umuHra u BpegoHocHoro I10» , «OTkpeiBaTh (aiiabsl Ha
OCHOBE COJEpKUMOT0, a HE pacUIMpeHus» u JAp. Takke HE CTOUT I0JIb30BAThCsl OKHOM
IIPEIBAPUTEIBHOTO IPOCMOTPA B UCIIOJIB3YEMOM BaMH ITIOYTOBOM KJIMEHTE.

Kpome Toro, pekomenayeTcst Bceraa caMoCTOSITENIbHO BBOAUTH BeO-anpec Oanka («MHTepHeT-
OaHKMHIa») B aJJpeCHYI0 CTPOKY Opay3epa BMECTO MCIIOJIb30BAaHUS JIIOOBIX THIIEPCCHUIOK, TeM Ooiee
U3 MOJ03PUTENIBHBIX COOOIICHHI.

JlenaiiTe NOKYIIKM B MU3BECTHBIX BaM MHTepHET-Mara3uHax Wiu cHa4yaja yoeIuTech B TOM, YTO
OHM TIOJIB3YIOTCS XOpOIIEeW penyranued M HaaexHbl. [IpoBepsiiTe NPaBUIBHOCTh agpECOB
HHTepHET-CaliTOB, K KOTOPBIM MTOAKJIFOYAETECH AJIsl COBEPLICHHMS IOKYIIKU, TaK KaK IOX0XKHE apeca
MOTYT HCIOJIb30BaTHCS JJISl OCYLIECTBIIEHUS HENMpPaBOMEpHBIX jaelicTBui. Ecim y Bac mosiBUiIMChH
KaKH1e-JIN0O MOJI03pEHUs] OTHOCUTENbHO VIHTepHEeT-CTpaHUIlbl WM Bbl HE XOTHUTE INPEIOCTaBIAThH
MEPCOHAIbHBIE WM KapTOYHbIE JAHHBIE, TO MOKUHBTE CTPAHMILY U MIPOU3BENNUTE MOKYNKY B IPYroM
MECTE.

Bo Bpems coBepiieHus1 OmuIaThl MO KapTO4Ke B I00anbHON KOMIIbIOTEpHOU ceTu MHTepHeT
yJIOCTOBEPBHTECH, YTO (hparMeHT Beb-anpeca «http» B agpecHoi cTpoke BeO-Opay3epa U3MEHHIICS Ha
«https» - 370 OyeT 03Ha4YaTh, YTO ceccus 3amudpoBana. BoIbIIHHCTBO Opay3epOB JOMOIHUTEIHLHO
BU3YAJIM3UPYIOT TAKOE U3MEHEHHE N300pakeHNeM HAaBECHOTO 3aMKa, KITMKHYB 110 KOTOPOMY, MOYKHO
MIPOCMOTPETH CEPTU(HUKATHI, TTOATBEPIKAAIONHE OE30TTaCHOCTh PaCUETOB Yepe3 TaHHBIN CaWT.

Ilepen coBepiieHueM omepalnuy OIUIaThl ToBapa (YCIyrM) BHUMATEIbHO H3Y4YUTE YCIOBHUS



MPEAJIaraéMoro CorJalleHus, B YaCTHOCTH, BCE INpaBWia MNPEJOCTABICHUS YCIYT, YCIOBHS
JIOCTaBKH, BO3BPATa, 3aMEHBI TOBApa, a TAKXKE MPOLeNypy OTMEHBI 3aka3a. OcoOEHHO BHUMATEIBHO
YUTANTE YCIOBUS COBEPIICHHUS ONEPalUii, CBSI3aHHBIX C a3apTHBIMU UTpaMu (Ka3UHO, JIOTEPEH ), TaK
KaK OHM MOTYT IIpelyCMaTpuBaTh aBTOMaTHYECKYIO IOJIHUCKY, YTO MOBJEUET CIIUCAHUE JEHEKHBIX
CPEICTB Ha pEryJisipHOoi ocHoBe. OTHENbHO OLIEHUTE IENeCO00Pa3HOCTh COBEPLICHUS OIepalui,
ecnmu uHpopManus 00 yCIOBHAX TOKYIKH HM3JI0)KEHAa Ha HE3HaKOMOM s3bike. Haiinmute HOMEp
tenedoHa win aapec 3ekTpoHHo mourel OTC u 3anummTe UX Ha ciiyvaid, ecinu y Bac BO3HUKHYT
BOIIPOCBI.

Benute yder omepanuid, COBEpIICHHBIX B Tj100adbHON KOMIBIOTEpHOW cetu HHTEepHeT,
BKJIIOYasi ajJpeca CallTOB MHTEpPHET-MarasuHoB. MHOITME HHTEpHET-Mara3uHbl IOCHUIAIOT
MOKYIIaTEeIsAM SJIEKTPOHHBIC cO00IIeHHs ¢ 0000aromneit nHpopmaluel 00 onepamusax - COXpaHUTe
win pacriedaraiite ux. Coxpansiite Jr00ble JIEKTPOHHbBIE JOKYMEHTBI, IEPEMUCKY 10 IEKTPOHHOU
[oYTe, KaCarIlyICcs NONBITOK pazpemeHus crnopHod curyaunn ¢ OTC, Tak Kak JaHHBIE
JOKYMEHTbl MOTYT OKa3aTbCi OYEHb BAa)KHBI U 3alUThl Bamux mpas. [Ipy HEBO3MOXKHOCTH
CaMOCTOSITENILHO pa3pelInTh CIIOPHYIO CUTyaluio ooparurech k Kpeaurogarento.

Ecnu Obu10 mpomsBenieHo OpOHUpOBaHHME TOCTHHUIBI Yepe3 MHTepHeT-cailT, HO 10 KaKUM-TO
MpUYMHAM HE IJIAaHUPYETCs] BOCMOJIB30BAThCA €10, 0053aTeNbHO MPOBEAUTE OTMEHY OPOHHUPOBAHUS
yepe3 TOT ke MHTepHeT-caliT corlacHO YyKa3aHHbBIM Ha HeMm npoueaypam. llomxyuenue
Kpeaurononyuarenem koja OTMEHBI OpOHUPOBaHUS OTENsl SBISETCS J10Ka3aTeIbCTBOM TOTO, YTO
OpOHb JIEHCTBUTEIILHO OTMEHEHA. B MHOM cllydae 3a HECBOEBPEMEHHYIO OTMEHY OpOHU T'OCTHHMIIA
MMEET IPaBO MPEACTABUTH K CIIMCAHUIO CO CUETAa CYyMMY JEHEXKHBIX CPEJICTB B YCTAHOBJIEHHOM €10
pasmepe.

Hukorna ne coobmaiite cpoii [TMH-kon mpu 3aka3e ToBapoB Mo TeleOHY WIM MOYTE U HE
BBoAUTE ero Hurae B Murtepnere. s coBepuienus nogoOHeix onepauuii [IMH-kox Hukorna e
UCIIOJIb3YETCS.

Y6enurecy B TOM, 4TO MPOBOJMMbIE Bamu onepaiuu cooTBeTCTBYIOT 3aKOHY. Eciu Ha caiite
MHTEPHET-Ka3MHO WJIM Ha JPYrMX CalTax a3apTHBIX UIP HPHUCYTCTBYIOT JIOTOTHIIBI IIATEXKHBIX
cuctem, To 3t0 HE o03Hauvaer, 4To mpoBeneHue omnepauuid, CBSI3aHHBIX C y4aCTHEM B a3apTHHIX
urpax, npasomepHo. Ecnu y Bac Bo3HuKIM Kakue-1u60 BOIPOCH! WM COMHEHUS B IIPAaBOMEPHOCTH
coBeplIaeMbIX onepauuii, ooparurecs kK Kpeauronarento.

CoBeprraiiTe MOKYNKH TOJBKO CO CBOMX YCTPONCTB, He mojb3yirech WHTepHeT-kade u
JPYTMMH OOILEJOCTYIHBIMU CPEICTBAMH, TJi€ MOTYT OBITh YCTaHOBJIEHBI MPOrPaMMBbI-IIITNOHBI,
3aMoMUHaloIe BBOAMMbIe Bamu koH(UIeHITHAIbHEIE TaHHBIE.

VYcranaBnuBaiiTe Ha CBOM YCTPOWMCTBA JIMIEH3MOHHOE IMPOrpaMMHOE OOecreueHue, B TOM
quciie aHTUBUPYCHOE, M MEXCETeBbIe HKpaHbl ((haepBoiibl/OpaHMaysphl) U PETyJIIpPHO IPOU3BOIUTE
uX OOHOBJIEHHE. JTO MOMOXKET 3aLIUTUTh BalllM YCTPOICTBA OT BUPYCOB M JPYIUX JE€CTPYKTHBHBIX
mporpaMM, a TakKe OT HECAHKIIMOHHPOBAHHOTO JOCTYyMa K BallUM KOH(MUICHIMATILHBIM JTaHHBIM.
Jlaxxe ecu BBl yBepeHBI B CBOEM IIPOrpPaMMHOM OOECII€UYE€HUH, HE CTOUT OTKPBIBATh WJIU 3arpyXkKaTh
BJIO’KEHUS DJIEKTPOHHBIX ITMCEM OT HE3HAKOMBIX M COMHHUTEIIBHBIX a/IpECATOB.

[TonxmounTtecy k yciyram Kpeaurtonarens, MO3BOJISIOIIMM OCYLIECTBIISATH OINEPAaTUBHBIN
KOHTPOJIb 3a pacxofamu 1o kaptouke («MHTepHeT-0aHKUHTY, «MOOHUIBHBIM UHTEPHET-0aHKUHTY |,
«SMS-undpopMupoBaHue» U TIp.).

IIpy nosBIEHMM TIOAO3PEHHM O HENPAaBOMEPHOM CIHMCAaHMM JIEHEI PEKOMEHIYeM
He3aMeUINTEIbHO OCYIIECTBUTH OJIOKUPOBKY KapTOUKH U 00paTuThes k Kpenuronarento.

8.14. UcnonwzoBanue CIABO.

XpaHute B TailHEe OT JAPYTUX JHI KOH(QUICHIHMAJIbHBIE JAHHbIE KapTOUKH: HOMEpP M CPOK
JeCcTBUS KapTOUKH, YKa3aHHBIH Ha 00OPOTHOI CTOpPOHE TPEX3HAUHBINA KO/ MPOBEPKH MOATUHHOCTH
KapTOYKH (TIpH €T0 HAJIMYWH), a TAKXKE CBEJCHUs, Kacaromuecs yueTHbix 3anuceit B CIIBO: norunsl,
napoJiu, KoJibl 1octyna, Aannelie u3 Push/SMS/Viber-coobmennii u T.1.



[Ipu ucnonb3oBanuu cucrembl «HTEepHET-OaHKUHI» OOpaliaiiTe BHUMaHUE HAa HaJIM4Yue Ha
cTpanule ceppuca 3amuiieHHoro nporokoiaa HTTPS. Tlepen Bxomom B cucTeMy pPeKOMEHIYETCS
YAOCTOBEPUTHCS B MOMJIMHHOCTU cepTu(dukara u caifta. Kak mpaBuio, A 3TOro HeoOXOAHUMO
KJIIMKHYTh B T0JI€ aipecHOi cTpoku MHTepHeT (1ojie ¢ MUKTOrpaMMoM 3aMKa WM JIUCTa Oymaru) u
CBEpUTH UMEIOIYIOCS B O10ke MH(popManuio. B ciiyyae HeCOOTBETCTBUS MPUCYTCTBYIOIIUX JAHHBIX
C pealibHbIMU CBeJleHusAMH 0 Kpenuroaarene CTOUT HEMEIJIEHHO TOKUHYTh CTPAHUILY.

He 3a0piBaiiTe nepuoanyecku (a Takke B Cilydae, €ClId Mapojb cTajl U3BECTEH MOCTOPOHHUM
JTUIaM) MEHATh CBOM mapotib. CTapaiiTech CelaTh €ro MaKCUMAaIbHO CIIOXKHBIM M YHUKAJIbHBIM.
s »TOro MCmosib3yiiTe B mapojie MPOMHCHBIE U CTPOYHbIE OYKBBI, HU(PpPHI U cUMBOJBL He
UCIIOJIB3YHUTE OJIMH U TOT € Mapojdb B pa3HbIX cHCTeMaX (JJEKTPOHHAs IOYTa, CUCTEMBbI
«HTepHeT-0aHKUHT» IPYruX OaHKOB, cOlMaNbHbBIE ceTH U T.11.). [locTapaiiteck u3derats B maposie
JaThl CBOETO POXJEHUS, HMMEHU U JpYrux JOCTYIHBIX O Bac JaHHbIX. Hu mnpu kakux
00CTOSITENECTBAX HE pas3riallaidiTe CBOM Mapob HUKOMY, BKJII04Yas paOOTHUKOB OaHKa.

Bynere ocTopoxHBI, mocemiasi CaliThl ¢ COMHUTEIBHBIM COJACp)KaHHEM: MMEHHO OHH, Kak
MIPaBUJIO, ABJISIFOTCS HCTOYHUKOM CaMbIX HOBBIX BUPYCOB.

[To okoHuaHwm ceanca paboTel ¢ cucTeMoil «MHTEepHET-0aHKUHT» 00s3aTEIILHO KOPPEKTHO
BBIXOJIUTE U3 CUCTEMBbI, UCII0JIb3YsI COOTBETCTBYIOLLYIO OIIUIO.

8.15. IlpoBeneHue omnepauuil ¢ MCHOJb30BaHUEM MPUIOKEHUH M «MOOWIbHBI MHTEPHET-
OaHKUHTY.

YcranaBnuBaliTe MOOWIJIBHBIE TPWIOKEHHUS (B TOM 4MciIe W npuiokeHuss Kpeauromarens)
TOJIbKO U3 W3BeCTHBIX MCTOYHHKOB (Google Play, Windows Store, App Store mnu AppGallery).
Pexomenryercst HCIIONIb30BaTh AaHTUBUPYC IS MOOMIIBHBIX YCTPOUCTB.

ITomuute, uro Kpeauronatenp He pacchliaeT CCbUIKM WM YKa3aHMs Ha YCTaHOBKY
npuitokeruit uepe3 Push/SMS/Viber/MMS/e-mail-cooOmienust.

He ycranaBnuBaiite MoOuibHble npuiioxeHuss Kpenutomarenss Ha MOOWIBbHBIN TenedoH
(YCTpOHCTBO), HA KOTOPOM IOJIYYCHBI root-mpaBa (mpaBa CyIneproiab3oBatess). Takue TeaedoHbl u
YCTPOMCTBA Takke HE pPEKOMEHAYeTCs MCIOJIb30BaTh [UIl IMOJy4EeHUs COOOIIEHUH oT
Kpeauronarens (mampumep, SMS ¢ koaoM (OJHOpPA30BbIM MapoyieM) JJsi IPOXOXKACHUS
ayTeHTH(UKALIUN).

[Ipu ytpate moOumnbHOro TeiaegoHa (ycTpoilcTBa), Ha KOTOPOM YCTAHOBJIEHO MOOWIIbHOE
npunoxkenne Kpenuromarens (mpuxoaar Push/SMS/Viber-cooOmeHus ¢ MOATBEPKIAIONIMMHU
OJTHOPA30BBIMH TAPOJISIMH), WM HEOXXKHJIAHHOM TpeKpaiieHuu padoTel SIM-KapThel clieayeT Kak
MOYHO ObICTpeif 3a0okupoBath SIM-kapTy.

8.16. OcobeHHOCTH POBEACHUS ONlepalliii IPU UCTIOJIb30BaHUU KaPTOUKH.

Heo6xonuMo yuuTBIBaTh, YTO CcHEHU(HUKA COBEPLICHUS OMNEepaluil NMpH HCHOJIb30BAHUU
KapTOYKH IPEJIOoJaracT HaJIudhie BPEMEHHOTO pa3pblBa MEXIy JaTOW COBEPIIEHHS ONEepanuyl U
oTpakeHHs AaHHOW onepanuu 1o Cuety. [IpoJomKUTENFHOCT EPHUOIa MEXTYy JHEM COBEpIICHUS
OTIepalliy U JTHEM OTPaKEHHsI ONEPAIMH 110 CUETY 3aBHCUT OT MECTa OCYIIECTBIICHUS Orepanuu (Ha
tepputopun PecnyOnuku benmapych wunam  3a  rpaHuneil), NpUHAATIEKHOCTH TEXHHUYECKOM
uHppactpyktypsl (Kpeautonarento wiu apyromy OaHKy), BPEMEHU OCYLIECTBJICHUS OIEpaliu
(HOUHOE WJIM JHEBHOE BpeMsl, pabo4Ke WK BBIXOHBIC, TPa3AHUYHbIC THH).

B 3aBucumocTH OT cTpaHbl mpeObBaHWS W OaHKa TPH TPOBEACHUHM ONEpaluyd TIPH
UCIIOJIb30BAaHUHU KapTOYKU MOXKET YJEpKUBAThbCs IOMOJHUTEIbHOE BO3HArpaXkJIeHHe, O pa3Mepax
KOTOPOTO II€JIECO00pa3HO TOMHTEPECOBAThCS Yy OOCTY)XHBAIOIIEro Bac pabOTHUKA TMepes
COBEpILIEHHEM OINepalnuu Jubo 3apaHee M3y4yuB HMH(popMaruio 6aHKa Ha ero o(UIMATIEHOM caiiTe.
Taxxe Takasg uMHpoOpManusi MOXKET ObITh OTOOpa)keHa Ha dSKpaHe OaHKOMaTa WJIM YCTpPOWCTBa
caMO00CITy’)KUBAaHUS TIPH COBEPIICHUH OTEPaIUH.

B ciydae eciam BB Bce k€ TOCTpajaid OT MOIICHHHYECTBA, HEOOXOAMMO HEMEIJICHHO



3a0JI0KMpOBaTh KapToyky W oOparutbcsi B Kpemgurtomaremo. I[lo ¢akty MomeHHHYECTBA
H€O6XO,Z[I/IMO noAaaThb 3a4BJICHHUC B [TPABOOXPAHUTCIIBHLIC OPraHbI.



