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[TOJINTUKA
nH(pOopMaIIMoOHHOM 6€30IaCHOCTH
OAO «benarponpoMOank»

OAO «benarponpombank» (fanee — 6aHK) sIBISETCS YHUBEPCATLHBIM 0AaHKOM U
Ha OCHOBaHMM JulleH3uM HanmonanpHOro OaHKa Ha OCYIECTBIIEHHE OaHKOBCKOU
JEeATEIIbHOCTH OKa3bIBAET BCE OCHOBHBIE BUJIbI OAHKOBCKHUX YCIIYT.

Okazanne OaHKOBCKHUX YCIYI OCYIIECTBISIETCS B COOTBETCTBHM C Y CTaBOM
O0aHKa, C MPUMEHEHUEM COBPEMEHHBIX HH(OPMAIMOHHBIX TEXHOJOTUUA. B 3THX
YCIOBUSIX OaHK yaenseT 0co00€ BHUMAHHME PEIICHUIO 3aJadyd  O00eCIeueHUs
uH(popmanmonHou 6ezonacHocTH (nanee — UB).

Pa3Butne cdepbl npumeHeHUS WHOOPMALMOHHBIX TEXHOJOTUH B OaHKe
OCYIIECTBJISIETCS C YYETOM BBIMIOJHEHUSI TPeOOBAaHUN 3aKOHOJATENBCTBA B 00JIaCTU
Wb, 3amuThl NMEpCOHANBHBIX JaHHBIX, CTaHAapTa B obiactu MeHemkMeHTa Wb
ISO/IEC 27001 «HWupopmanmoHHbIE TEXHOJOTMH. MeTonbl  oOecIeueHus
oe3zonmacHocTu. CHCTEMBI  MEHEIKMEHTa  HUH(POPMAIMOHHOW  OE30MacHOCTH.
TpeboBanusy.

3akoHOIaTeIbHOM OCHOBOM Hactosmed Ilomutuku siBisitorcss KoHcTuTyius
Pecniyonuku benapych, 3akon PecnyOmuku bemapycs ot 10.11.2008 Ne 455-3
«O0 undopmanuu, nHGopMaTuzanuu M 3amure uHGopManumny», 3akon PecnyOnuku
benapyce ot 07.05.2021 Ne99-3 «O 3amure NEPCOHAIBHBIX JTAHHBIX»,
VYka3 IIpe3nnenra PecnyOiuku bemapyce OT 14.02.2023 Ne 40
«O kubepOe3onacHocT», nocraHoBieHus IlpaBnenuss HarnumonaneHoro OaHka u
npuka3bl OnepaTuBHO-aHAIUTHYECKOTO IieHTpa npu Ilpesunente PecnyOnuku
benapyce B o61actu Ub.

HestenpHOCTh Oanka B obnactu Wb y4uThIBaeT COBpEMEHHOE COCTOSIHHE U
ONMvKaWIMe TMEePCNEeKTUBBI PA3BUTUS WHOOPMAIMOHHBIX TEXHOJIOTHA, OCHOBHBIE
MPUHITUIIB co3Manus cucteM Wb, cnocoOHBIX HENTPaATN30BaTh COBPEMEHHBIE BHI3OBBI
1 yrpo3bl. OcHoBoMoararonieit neiasto b sBisiercss MUHUMU3ALUs TOTEHIUAIBHOTO
yimiepba BCJIEICTBHE HAPYIICHUS IEJIOCTHOCTH, KOHQPUACHIIMAIBHOCTA WM
JOCTYITHOCTH MH(GOPMAIIHH, YTO TOCTUTACTCS:

nojyepkaHueM  (PYHKIIMOHHPOBAHUS  CUCTEMBI  3alllUThl  WHOOpMAIUU
WHOOPMAIIMOHHBIX ~ CHCTEeM OaHKa B  COOTBETCTBUM C  TpeOOBaHUSMU
3aKOHOAATENBCTBA, BEINOJIHEHUEM MPABOBBIX, OPraHU3aMOHHBIX MEP, & TAKKE MEP 1O
TEXHUYECKON U KPUNTOrpaQUUECKOM 3alIUTe MEPCOHAIbHBIX IaHHBIX;
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peanu3anyel KOMIUIEKCa MEPONPUATUN MO MOAEPKAHUIO (PYHKIIHOHUPOBAHUS
CHUCTeMbl HMH(POPMAIMOHHON O€30MacHOCTH KPUTHYECKH BAXXHOTO OOBEKTa
unpopmatuzanuu (nanee — CUb KBON);

oOecrnieueHreM PyHKIIMOHUPOBAHUS CUCTEMbI MEHEIKMEHTA MH(OPMALIMOHHON
6e3onacHoctu (1anee — CMUB) B cooTBeTcTBUM ¢ TpeboBanusiMu ctangapta [SO/IEC
27001;

MUHUMH3ALMEN BO3MOXHOro yimepda OT HMHIMIEHTOB HWH(OPMALMOHHON
0€3011aCHOCTH, PETYJIAPHBIM AaHAJIU30M, OLEHKOH M MaKCHUMalbHbIM CHU)XCHHEM
PUCKOB, OINEPATHUBHBIM pEarupoBaHUEM HAa WHUUACHTH W JIMKBUAALMEH HX
MOCJIE/ICTBUI;

ydyacTieM B (YHKIIMOHMPOBAHWU HAIMOHANBHOW CHCTEMbI OOECIeUeHUs
KnOepOe30macHOCTH,  MpeaycMarpuBaromieid  (GOpMUpPOBAHHE  KOMIUIEKCHOTO
MHOTOYPOBHEBOT'O MEXaHU3Ma NPOTUBOAECHCTBUSA KHUOepaTakaM Ha rocydapCTBEHHbIE
OpraHbl ¥ OpraHU3alMH, KPUTHYECKYIO HHPOPMALIMOHHYIO HH(PPACTPYKTYPY.

PykoBoacTBO 0OaHKa OCO3HAaE€T BaXXHOCTh U HEOOXOJUMOCTh DPa3BUTHS U
COBEpIICHCTBOBAaHUSI Mep U cpeAcTB obOecrieueHuss b B KOHTEKCTe pa3BUTHUS
3aKOHOJATEIbCTBA,  MPABUJ  PETYJIUPOBAaHHUA  OAHKOBCKOM  J€SATENIbHOCTH,
COBEpIICHCTBOBAHUSI MEXIYyHAPOJIHBIX cTaHgaptoB B obnactu Wb, pa3Burus
OaHKOBCKHUX TEXHOJIOTUM, a TAK)KE OKUJAAHUN KIIMEHTOB U IPYTUX 3aWHTEPECOBAHHBIX
ctopoH. OOecniedyeHue ajaekBaTHOro ypoBHA Wb sBisiercs OOHUM U3 KIIIOYEBBIX
dakTopoB st 6aHKa.

B Ganke peanuzyeTcsi MPOLIECCHBIA U PUCK-OPUEHTUPOBAHHBIN noaxo bl K 1b.
Ouenka puckoB Wb ocymiecTBisieTcst ¢ ydyeToMm oOIlel cTpaTteruy U 1ened OaHka.
[TocpencTtBoM oneHkn puckoB Wb BBIABISAIOTCS yIrpo3bl AKTUBAM, ONPENEIISIIOTCA
YSI3BUMOCTH U CTENEHb BEPOATHOCTH UX Pealln3allii, OLICHUBAETCS CTEIEHb TSHKECTH
MOCJHEACTBUA B Cllyyae peanu3zanuu yrpo3. PesynbraTel ounenku puckos Wb
YUUTBIBAIOTCS MPU OINPEAECICHUH COOTBETCTBYIOIIMX YINPABICHYECKUX PELICHUN U
Mep, BBIOPAHHBIX JJIs 3aIIMTHI OT YTPo3, CBSI3aHHBIX C pruckaMu. PaboTocnocoOHOCTh
u ynyumienue CMUB u C1b KBOU noaaepxuBar0TCsi TOCPEACTBOM MOHUTOPHUHTA U
OLIEHKH €€ (PYHKIIMOHUPOBAHMSI B COOTBETCTBUU CO CTpaTETUEH U Lieas MU OaHKa.

B OaHke peann30BaHbI IIPELYCMOTPEHHBIE 3aKOHOJAaTEIbCTBOM
OpraHu3alMOHHBIC, TPABOBBIE M TEXHUYECKUE MEPHI MO 3aIIUTe HHPOpPMAIH, B TOM
qyclie Mepbl MO0 WACHTU(DUKAIMM U ayTeHTHU(PUKALUHU, YINPaBICHHUIO JOCTYIIOM K
WH()OPMAITMOHHBIM aKTHBaM, OOPAICHUIO ¢ HOCUTEISIMU HH(POPMAIIUH, 3aIIUTE OT
BPEJOHOCHOTO  MPOrPpaMMHOr0  OOECleYeHUusl,  YMOPaBICHUIO  MpOUEAypaMu
pEe3epBUPOBAaHMA U BOCCTAHOBJEHUS  PabOTOCIOCOOHOCTH,  YHNPABICHUIO
KoH(purypauueiir 1 OOHOBJIEHUSIMU MPOTPAMMHOTO OOECHEeUeHHUs], TJIAHUPOBAHUIO
Meponpuatuid 1o obecneduenutro Mb, pearupoBanuto Ha coObitus Ub,
MH()OPMUPOBAHKIO U OOYUEHHUIO TIEpCOHaa U IpyTrue.

Lenu ynpasnenus u cpenactsa ynpasienus b noasepraiorcs Kak BHEIIHEMY,
TaK ¥ BHyTPEHHEMY ayAUTY Ha €KeroJHoi ocHoBe. JlernapTaMeHT KubepOe30macHOCTH
KOHTposupyeT coOmroaenne TpeboBanuii mo b B pamkax gestenpHocTH OaHKa, a
TaK)K€ B OTHOIIECHUSIX C OCTABIIMKAMHU U MOAPSTINKAMH.



Hacrosmas [lonuTuka sBisieTcss JOKyMEHTOM, TOCTYIHBIM JIIOOOMY pPaOOTHUKY
0aHKa U TOJB30BATEINIO €r0 PECYPCOB, MPEACTABIAET cOO0N ODULINATBFHO TPUHATYIO
PYKOBOJICTBOM OaHKa CHCTEMY B3IJIAI0B Ha pobiemy obecnieuenus Mb.

TpeGoBanus  [loauTukKM  pacnpoOCTpaHSIOTCA Ha  BCE  CTPYKTYpHBIE
nojpaszeneHuss 0aHka, BKJIIOYAs PETUOHAIbHBIC JUPEKIMH, LEHTPhl OAHKOBCKUX
yCIIyT, JOTOJHUTENbHbIE OPUCHI, LIeHTp conpoBOKaeHNsT OAHKOBCKHUX OIepalui, Ha
BCEX paOOTHUKOB, a TaKXe JIMI, padoTaroumx ¢ O0aHKOM IO JOTrOBOpY MOJpsia,
CTaXEepOB, MPAKTUKAHTOB U T.1. OCHOBHBIE TpeOoBaHus HacTosmiel [lomuTuku Takxke
pacupoCTPaHsIOTCS Ha IPYyrue OpraHu3alvy U YUpeKICHUs, B3aUMOICHCTBYIONINE C
O0aHKOM B KadecTBE IMOCTABIIMKOB M TMOTpeOuTenell MH(OPMAIMOHHBIX PECYPCOB
OaHKa B TOM WJIM HNHOM Ka4yeCTBE.

TpeGoBanusa Hactosimer [loaUTHKKM pa3BUBAOTCA JAPYTUMH  JIOKAJIbHBIMH
IIPaBOBBIMH aKTaMHU OaHKa, KOTOPBIE TOMOJHSIOT U YTOUHSIOT €€.

JlenaprameHT KubepOe301acHOCTH



