HOpHI[OK HCITIOJIb30BAHUA KPCAUTHBIX 0OAHKOBCKUX IIATSIKHBIX KapTO4YCK

Hacrosmmii TTopsiok MCMONB30BaHUS KPEAUTHBIX OAHKOBCKUX IUIATEKHBIX KapTOUEK
(manee - [lopsanok) siBisieTCA HEOTHEMIIEMON YacThIO KPEIUTHOTO JOrOBOpa Ha MOTPEOUTEIBCKUE
HY)KIbl C  HCIHOJb30BAaHUEM  KPEIUTHOW  KapTOUKH, 3aKiroueHHoro Mexay OAO
«benarponpombank» (manee - Kpemuromarenp) u  usmueckum gunoMm  (mamee -
Kpenutonomnyuarens), ompenenser s Kpeautomarens u  Kpemuromonmydarens mopsiaoK
ocyuiectieHus: KpenuronomayuaTeneM IUIaTEXKHBIX ONepanuii (AeWCTBUS WM COBOKYIHOCTh
JecTBUH, 00eCneunBalONIMX OCYLIECTBICHHUE IUIATekKa) C HCIOJIB30BAaHHEM IUIATEKHOTO
UHCTPYMEHTA — JIMYHOM KPEAUTHOM OAHKOBCKOM IUIaTEXKHOW KapTOUKU (MCIOJIB30BAaHUEM €€
pexBu3uToB). I[lopsnok pasmemieH Ha odummansHOM caiite Kpemuromarens B TiI00aibHOM
KOMITbIOTEpHOM ceTu MHTEepHeT 1o anpecy: www.belapb.by (manee — caitt Kpeguronarens).

1. TEPMUHBI, UCITIOJIb3YEMBIE B HACTOSAILEM ITOPAJKE U NX
OITPEAEJIEHUA

1.1. Asropusauus - mnpenocrarieHue Kpenutonosyyarenaro - JepiKaTeiaro JHMYHOM
KpEAUTHON OaHKOBCKOM IUIATEXHOW KapTOUKH (Aajiee — KapTOUKa) IpaBa Ha €€ MCIOJIb30BaHUE,
BKJIIOUYAsl OCYILECTBICHHME IUIATEKHBIX ONEpAallUii C €€ HCIOJIB30BAHMEM, a TaKKe IpOLecC
pOBEPKU (TIOATBEP)KIACHMS) TAaKUX IPaB IPH IONBITKE MCIIOJIBb30BAHUS KAapTOUKM, BKIIIOYas
OCYILECTBJICHHE IUIATEKHBIX OlEpaluil ¢ ee ucrojb3oBaHueM. IIpoBepka (moaTBEpXkaAeHUE)
IIPEIOCTABJIEHHBIX IpaB IPU IONBITKE HCIOJIb30BAaHUS KAPTOUYKH, BKIIIOYAs OCYIIECTBIICHUE
IUIATEKHBIX ONEPALMH C €€ NCII0JIBb30BAHNEM, HE OCYILIECTBIIACTCS B CIIydasiX, IPELyCMOTPEHHBIX
[IPaBWJIaMU IUIATEKHOW CUCTEMBI.

1.2. Ayrentudukauus Kpenuronomyyarens - npoueaypa MpOBEPKH MPeI0CTaBIEHHBIX
ayTeHTU(UKAIMOHHBIX JTAHHBIX, IpeocTaBleHHbIX KpeauTononyyarenem myTeM UX CpaBHEHUS
¢ paHee 3apukcupoBaHHbIMH Kpeauronarenem, 6aHKOM-3KBailepoM, MHBIM YIOJTHOMOYEHHBIM
JUIOM AayTEeHTU(PMKAIMOHHBIMM JIaHHBIMM B ILEJAX IOJATBEPKICHUS NOJUIMHHOCTH H
npuHaAIexxHocTH Kpeaquronoaydarennto Npe1ocTaBIeHHbIX ayTeHTU(UKAMOHHBIX TAHHBIX.

1.3. AxTuBamus KapTOUYKH — TpOUEAypa CHATUS (OTMEHBI), YCTaHOBJIEHHOTO
Kpenurtonarenem B 1essax 0€30MacHOCTH MPU BBITYCKE KApPTOYKU TEXHUUYECKOTO OTPAHUYEHUS e
HCITOJIb30BaHUS.

1.4. XecTkuii cTON-IUCT - CHOMCOK KapTOYeK, 3ampeleHHblXx Kpenumronmarenem K
UCIIOJIb30BaHUI0, 6€3 BO3MOXKHOCTU U3BATUS KaPTOUYEK U3 JAHHOT'O CIHCKA.

1.5. Komnpomeranust KapTO4kd - Haauuue HHpopMarmuu 100 MOJO3PEHUs Yy
Kpeauronarens uim HHOro MOCTaBILMKa IUIATEXHBIX yciyT, KpenuTononyyarens, nHOTo auma o0
yTepe, XUIIEHUH, HE3aKOHHOM NPUCBOCHUH, HECAHKLIMOHUPOBAaHHOM HCIIOJb30BaHUN KapTOUYKH
WIM PEKBU3UTOB KAPTOUYKU, MUHBIX JIEUCTBUSAX, HE CAaHKIMOHMpOBaHHBIX Kpenuromnomayuarenem,
MO3BOJMIOIIMX JIMIy, He sBisitomeMycss Kpenurtonomydarenem, HE3aKOHHO HCIIOIb30BaTh
KapTOUYKY WJIM PEKBU3UTHI KAPTOUKH.

1.6. Kapt-uek - undopmamus, 3apUKCUpOBaHHAs B AJIEKTPOHHOM BHUJE, BKIIOYAIONIAsS
ONpe/eNIEHHbIE PEKBU3UTHI, TO3BOJSIONUIME WACHTUQUIMPOBATH 3Ty HHPOPMAIUIO, Kak
OTHOCAIIYIOCA K KapT-4eKy, W TMOATBEP)KIAIOIIas YCIelHoe (HEyCIEUIHOe) 3aBeplIeHHe
OCYILECTBIEHHOH C NCIIOIb30BAHNEM KapTOUKH IUIATEKHON ONEPAllM MHALIMMPOBAHNUS IIJ1aTeXa,
olepanyy BblJa4l HAJTMYHBIX JIEHEXKHBIX CPEACTB.

1.7. OTC - opranu3zarusi TOProBiiu (CEPBUCA);

1.8. TIMH-kox — mepcOHaNbHBIM HICHTU(UKAMOHHBIA HOMEp, HCIOJIb3YEMbIiH
Kpeauronarenem npu npoBeaeHun ayrentudukanuu Kpeauronomydaresns.

1.9. 3D-Secure - pomoiHMUTENbHAs TEXHOJOTHS AayTEHTHU(HUKAIMKA MpPU COBEPILECHUH
orepaluy oIJiaThl TOBApOB, pabOT M YCIyT B IJ100aibHOW KOMIBIOTEpHOU ceTH MHTepHET npu
UCMOJIb30BaHUU KapTouek, Ha 0aze KOTopod IuIaTexHoil cucremoit benkapt paspaborana



texnonorusi - benkapt-UutepHerllaponb, Takke rarexHoil cucremoit «Mupy» paspaboraHa
texHoyorus MirAccept.

2. TIOPSIJOK AKTUBAILIMM 1 VCITIOJIb30OBAHWSA BAHKOBCKOM ITJTATEXXHOM
KAPTOUYKUA

2.1. Kaprouka siBisieTcsi coOCTBEHHOCThIO KpenuTonmartens v 1Mo OKOHYaHHHM CpOKa €€
IeicTBUS JOoJKHA OBITh BO3BpalleHa B Kpeautomarenio (3a HCKIIOYEHHEM BUPTyalbHOU
KapTOYKN).

AKTHUBalMsI KapTOYKU (KpOME BHUPTYaJIbHOW KapTOUYKH) OCYIIECTBISETCS B MOMEHT
reiepaunn [IMH-xkopa ¢ wucnonp3oBannem TexHosnorun e-PIN, Kpenuronomyuarenem
CaMOCTOSTENIbHO IIPU COBEPIIEHUH C HCIOJIb30BAHUEM KapTOUYKHM CIEAYIOIIMX YCHEHIHBIX
onepauuii, MOATBEPKICHHBIX MpaBWIbHbIM BBOJOM [IMH-Koma: CHATHE HAJIMYHBIX JAEHEKHBIX
CPEICTB; MPOCMOTp OaslaHca (JOCTYIMHOr0 OCTaTKa) Mo KapTOUKe; OIjlaTa TOBAPOB U YCIYT; CMEHa
[TMH-kona. KapTouka HE aKTUBHPYETCS B Ciy4ae, €CJIM IIPU MPOBEICHUHU OIEpallMd IIPOBEPKA
[INMH-xona mpoiineHa ycHemHo, HO cama oOlepanus OTKJIOHEHa (Hampumep, MO MpPHYHUHE
HEJ0CTAaTOYHOCTU CPEACTB JIMOO YCTAHOBJIEHUS [0 KapTOYKE JIMMUTOB I10 HPOBEICHUIO
Oe3HANIMYHBIX OmNepauuidi U (WIM) MO MOJYyYEHHUI0 HAIUYHBIX JIEHEKHBIX CPEICTB); B CIydyae
HeBepHoro Beoa [IMH-kona; HaxoxaeHUs KapTOUKHU B CTON-JIUCTE (OJIOKMPOBKU KapTOUYKN).

AxkTuBanusi OECKOHTAaKTHOrO HWHTepdeiica KapTOUKH OCYIIECTBISETCS IOCIE YCIEUTHO
NpOBEICHHOW (PMHAHCOBOM oOmNepalyd IO KapTOYKe C HCIOJb30BAaHHMEM KOHTAKTHOTO
MUKpoIpolieccopa ¢ BBojaoM npasunbHoro [IMH-kona (Bbiaya HaMUYHBIX JEHEKHBIX CPENCTB,
omata U Ap.) B OaHkomare (MH(QOKHOCKE), pacHoOJOKEHHOM Ha Teppuropuu PecnyOnuku
benapych, mnu TepMuHalle, yCTaHOBIEHHOM y KpemurTonmarens WM opraHuU3alMd TOPTOBIIU
(cepBuca) Ha Tepputopuu Pecriyonnku benapych.

2.2. [lonosHeHNE KapTOYKU HE OCYILLECTBISAETCA.

2.3. Kaprouka 100 ee peKBU3UTHI HE JIOJDKHBI HCIIOIH30BATHCS B IPOTUBO3aKOHHBIX IETISX,
BKJIIOYasi TIOKYTIKY TOBapoB (paboT, ycCiyr), 3alpelleHHBbIX 3aKOHOAATeNbCcTBOM PecmyOnuku
benmapych, a Takke 3aKOHOJATEIBCTBOM IOCYAapCTBa, HA TEPPUTOPUU KOTOPOTO HCIIOIb3YETCS
KapTOUKa.

[ToaTBepk1eHHEM TPOBEAECHUS ONEPALIUH, COBEPIIAEMOM C HCIIOJIb30BAHUEM KapTOUKH WU
€€ PEeKBU3HTOB, SBIAIOTCS KapT Y€K W (WJIM) WHBIE JOKYMEHTHI (B T.4. BBITUCKU MO CYETY),
IIPEelyCMOTPEHHBIE MPaBUIaMH IJIATEXKHON CHUCTEMBI U (WJIM) JIOKAJIbHBIMU MIPABOBBIMU aKTaMHU
Kpenutonarensa. Kapr-ueku ¥ MHBIE JOKYMEHTBI, SIBISIOIINAECS MOATBEPKICHUEM MPOBEACHUS
ornepanuii, COBEpIIAEMBIX IPU HCIOJb30BAaHUM KAPTOUKU WJIM €€ PEKBU3UTOB, MOTYT
COCTaBJIATHCS HA OyMa)KHOM HOCHUTENE U (WIH) B 3JIEKTPOHHOM BHJIE.

[Ipu coBepuieHnu onepaiuii ¢ NPUMEHEHHEM KapTOYKU WM €€ PEKBU3UTOB CPEICTBaMU
ayrentudukanmu  Kpegutonmomydarens  sBistotress  [IMH  kon, w  (WiM)  MOAMHUCH
Kpeauronomyuarenss Ha  kapT-dyeke U (WIM) HMHBIE  CpeACTBa  ayTEHTU(UKALUU
Kpenutononyuarensa. B ciaydasx, mNOpeayCMOTpPEHHBIX MpaBUJIAMU IJIATEKHOM CHCTEMBI,
BO3MO>KHO COBEpIIIEHHE ONepaluil 1o KapTouke 0€3 aBTOpU3aLUH.

MOMEHT COBEepIEHHUsI ONEPALMH, KaK MPaBUIIO, HE COBIANAE€T ¢ MOMEHTOM OTPaXKCHMS
onepanuu 1o Cuery.

2.4. CosepuieHue onepanuii B 0aHKOMaTax W APYTrUX YCTPOHCTBaX CamMOOOCITy>KHBaHUS
npousBoauTcs ToJbKO ¢ BBogoMm [IMH-kona. Beona [TMH-kon Kpenurononydarens npu3HaeT
MPaBUIILHOCTh YKa3aHHOM B HUX CyMMbI. [Ipu coBepilieHnH onepanuu JOMyCKaeTcsl TONbKO TPU
nonsITku HeBepHOTro BBoja [IMH-kona. [Ipu yrpare IIMMH-kox He BoccTaHaBIMBaETCS.

3. THO®OPMAIIMOHHO-KOHCYJIbTALIMOHHA S ITOJJEPXKA
3.1. Konrakt-tientp Kpeauromarens mpenocTaBisieT CIASAYIOUYI0 HHPOPMAIMIO MO Tell.
136:
BO3HarpakJicHUe 3a OINEpaluy, COBEPLICHHbIE IIPU  HCIOJB30BAHUM  KAPTOYEK
Kpenutonarens;
KypCchl BAJIIOT, YCTAHOBJICHHBIE [UJISI COBEPINCHHUS BaTIOTHO-OOMEHHBIX OIeparuii ¢



UCIIOJIb30BaHUEM OaHKOBCKHX IJIATEXKHBIX KapTouek Kpenuronarens;

nH(pOpMallMOHHAs TMOAJEPKKAa B HECTAHIAPTHBIX CHUTYallMAX, BO3HUKAIOIIUX IPHU
UCTIOJIb30BaHUH KaPTOUKH;

0 MECTOHAXOXKJIeHHH OaHKOMaTOB, HH(pOoKHockoB Kpenutonatens.

3.2. Kpyrnocyrounas cepucHasi cinyx0a OAO «baHKOBCKHI MPOLIECCUHTOBBIN LIEHTP
(manee - cimy>x0a cepBurca (IOAAEPKKN)) MPEIOCTABIAET CICIYIONINES YCITYTH:

BHECEHHUE KapTOUKH B CTOM-JIUCT (OJIOKMPOBKA) B CIIydae ee yTepH, Kpaxu, IpH M0I03PEHUN
Ha HECAHKIIMOHUPOBAHHOE HCII0JIb30BAHUE KAPTOUKU WIIM €€ PEKBU3UTOB 10 Ten. +375 17 299 25
26;

U3BATHE KAPTOUYKH U3 CTOM-JHCTA, Pa30JOKMPOBKA KAPTOUKH IOCIE MPEBBIILICHHUS YHCIa
HeBepHbIX NonbIToK Habopa [TMH-koxaa, okazanue KOHCYIbTalMi HHGOPMAIITMOHHO-CIIPABOYHOTO
XapakTepa, yIpaBJieHUE )KU3HEHHBIM IIUKJIOM TOKeHa 110 tei. +375 17 299 25 25;

MpeAocTaBlIeHne HH(POpPMAIIMK O JOCTYITHONW CyMMe IO KapTouke mo Ten. +375 17 299 25
23.

4. CIIOCOBBI ITIOJYYEHUA NTHOOPMAILINN Ob OCYILECTBJIEHHBIX C
NCIIOJIbB3OBAHUEM KAPTOUYKH OITEPALTIMAX

4.1. HWuadopmanuio 00 OCYIIECTBICHHBIX C WCIOJB30BAHUEM KAPTOUYKH OTICPAIUIX
Kpeauronarens npenoctasnser Kpenurononydyarento B BUJE BHITUCKY Ha OyMa)kHOM HOCHUTEIE
(BBIIIMCKA IO CYETY) Npu JIM4HOM oOpamenuu Kpeauronomyuarens k Kpenutonarento.

HomnonuutenbHo  Kpenutonmatens mpejuiaraer — CleQylOIIUe  CIOCOObI  MONyYeHUs
uH(popMalnu 00 OCYIIECTBICHHBIX C UCIIOJIb30BAHNEM KAPTOUKU ONEpaLUIX:

ycnyra «SMS-undopMupoBaHue» - MO3BOJIIET moinydarh nocpeacrsom Push/SMS/Viber-
coobuieHnii HHPpOpMaIUIo 00 OnepaysX, COBEPIICHHBIX MPU HCIIOIb30BAHUN KapPTOUKH;

MUHU-BBIHCKA - Qopmupyemas KpeauTomonydareisem caMOCTOSITENIBHO B YCTPOMCTBax
camooOciy)xuBanusi, cucremMax «VHTepHeT-0aHKMHTY, «MOOWIBHBI WHTEPHET-OAaHKIHI)
BBINKCKA, COJIeprKaliasi ”H(OPMALIKIO O MOCIEeIHUX aBTOPU3ALIMOHHBIX 3alIpocax Mo KapTouke (He
6osee 13 3ampocoB), UCKITIOUast MPOCMOTp OaliaHca, 3a OIpeieICHHOE KOJTUYECTBO AHEH (He Ooee
9);

Bbiucka no cyery B CHABO - gopmupyemas Kpeautomosydarenem camMOCTOSTENBHO B
cucremax «MHTepHET-0aHKUHI» U «MOOWIBHBIA HHTEPHET-OAHKUHT» BBIITUCKA 110 CYETY.

4.2. B cnyuae BBISIBJICHHUSI HEAaBTOPH30BaHHOHN ormepanuu KpeauTonomyuyaTenb 00s3aH
He3aMeJUIMTEeNNbHO 3a0I0KHPOBATh KapTOUKY.

Haroit mnonyudenus Kpenutononyuarenem wuHpopManuu o0 OCYIIECTBIEHHBIX C
WCIIOJBb30BAaHUEM KapTOYKM OIEpalusax B ciaydyae omnpoTectoBaHus Kpenuromomyuarenem
ornepanuu cuyuTaeTcd HauOosiee paHHAS M3 CIEAYIOUUX JAaT (ompenensieTcs Ha OCHOBAaHUU
CBEJICHUI, 3aperuCTpUPOBAHHBIX B MH(OpMAIMOHHBIX cucteMax Kpenurtonmarens umm ciayxOe
cepBuca (MOJICPXKKH), B 3aBUCUMOCTH OT BbIOpaHHOTrO Kpenuromomyuarenem crocoda
UHGOPMHUPOBAHUA):

nata HanpasneHusi Kpenurtonatenem Kpenuromomywarento TEKCTOBOIO COOOIIEHHUS Ha
HOMep MOOWIBHOTO TenedoHa B paMmkax noakimoueHHoM Kpenuronomydarenem yciayru «SMS-
MH(OPMUPOBAHUEY;

nata mnosydeHus: KpenurormosyuyaTeneM MHHU-BBIIUCKA B OaHKoMmare, WH(OKHOCKE,
nocpeacTBoM cucteMm «MHTepHeT-60aHKUHTY», « MOOMIIbHBIN UHTEpHET-0aHKUHIY;

nata noiydeHus KpenutomomyuareneMm BBIMMCKH, (OPMHPYEMOH CaMOCTOATENbHO B
cucremax «MHTepHeT-0aHKUHT» U «MOOUITBHBIA HHTEPHET-OaHKUHT»;

narta nosyueHust KpenutonosydareneM BBIIMCKH MO cYeTy Ha OyMa)kHOM HOCHTEJE MpH
augHoM oOparmennu k Kpeauronaremnto (ecnu KpenuronomydaTtens He oOpamancs 3a BEITUCKON
- IEPBOE YHUCIIO MECHIIA, CIEAYIOLIETO 32 OTYETHBIM MECSIIEM).

4.3. Ilpu BBISBICHUM HECOOTBETCTBUS MEXKAY OTPaXCHHBIMU B BBIMUCKE U (DaKTHUYECKU
OCYILECTBIICHHBIMHU omepanusMu KpenuTornonyyareab HUMeeT IMpaBO TpeOOBaTh MPHU3HAHUSA
COBEpUICHHON IJIaTe)KHOM OIepaluyd HEaBTOPU30BAHHOM B  Cllydasx, OINpeAeSIeHHBIX
3aKoHOJIaTeNbCTBOM M HarronansHeiM 6ankoM PecriyOnmku benapycs.



3asBlieHME O NPU3HAHUM OCYIIECTBICHHOW C MCHOJIb30BAaHUEM KapTOUYKU OIepaluu
HEaBTOPU30BAaHHOM T0JKHO OBITH IpenocTaBiieHo KpenuTononyyarenem Ha OyMaxXHOM HOCUTEIIE
Kpenutonarento B TeueHHE OIHOrO Mecsla C JaThl BBIABICHHS (hakTa HEaBTOPU30BAHHOU
omepauuy, HO He mno3aHee 70 KaJleHAApHBIX JHEW C JaThl OTPAXEHUs STOM olepauuu
Kpenuronarenem.

Kpenuronarens  BmpaBe  yCTaHaBiIMBaThb IE€PEYEHb  JOKYMEHTOB,  IOJUIEKALINUX
npeaocrasieHno Kpeaurononayyarenem Hapsiay ¢ 3asiBJICHUEM IO HEAaBTOPU30BAHHOM ollepanuu
B 3aBHCHMOCTH OT XapaKTepa OCIIapuBaeMO ONepalliy, a TAK)KE 3alpalluBaTh JOIOJIHUTEIbHbIE
JIOKYMEHTHI B IIpoliecce paccMOTpeHus 3asBieHus win Kpenuronomydarens. Henpencrasinenue
Kpeaurononyuarenem 3anpammBaeMblx KpenuTonaresneM ITOKYMEHTOB SIBISETCSI OCHOBAHUEM
JUIs1 OTKa3a B POBEJCHUU IIPOBEPKH.

Cpok paccMOTpeHHsl 3asBJIE€HUS O IPU3HAHUU OCYILECTBICHHONW C HCIOJIb30BAaHUEM
KapTOYHOI'0 IIJIATEKHOTO WHCTPYMEHTA ONEPALMH HEABTOPU30BAHHOW HMCUMCIAETCS CO JHA,
CJIETYIOIIETro 3a IHEM perucrpauuu 3assieHus y Kpeauronarens. Eciu nocnenHuil 1eHb cpoka
paccMOTpeHHUsI 3asIBJIICHUS IPUXOIUTCS HA HEPaOOUUi IeHb, TO IHEM UCTEUEHHS CPOKA CUUTAETCS
MIEPBBII CIIEIYIONIUN 32 HUM pabounii IEHb.

Kpeautonarens wundopmupyer Kpeautomomyuatenss o pe3ylbTaTax pacCMOTpPEHUS
3asBJICHUS O IPU3HAHUU OCYILIECTBICHHON C HCIOJb30BaHUEM KapTOYHOI'O IUIATEKHOIO
MHCTPYMEHTA ONEPALIMM HEABTOPU30BAHHOM B CPOK, HE IPeBbIILIaOIMi 90 KaneHgapHbIX JHEN CO
IHs peructpanuu 3asBieHus y Kpemurtomarens, myrtem HampaiieHus KpemuTomosydaresnto
yBeAOMJICHHs] Ha OyMa>KHOM HOCHUTEIIE WM B JIEKTPOHHOM BHUE. YBEIOMIICHHE O pe3yJbTaTax
pPaccMOTpEHHUs 3asiBJICHHS IOMUMO IIPOYETO BKIIOYAET B CeOSI:

cBeeHuss o mnpuHiATOoM Kpenuromareirem pemieHUH O TNpPU3HAHUM (HEIPU3HAHUN)
OCYIIECTBJIEHHOM C€ UCIOJb30BaHUEM KapTOYHOI'O IUIATEKHOTO HWHCTPyMEHTa OIepaluu
HEaBTOPU30BaHHOM;

OCHOBaHUS, YCTaHOBJICHHBbIE 3aKOHOJATEIbCTBOM B O0OJACTH IUIATEKHBIX CHCTEM U
IJIATEXKHBIX YCIYT, U1l OTKa3a B MIPU3HAHUM OCYIIECTBICHHOW C HCIIOJIb30BAHUEM KapTOUYHOTO
MJIaTeKHOTO  WMHCTPYMEHTa  OlE€palldd  HEAaBTOPU30BAaHHOW (B cilydae  IPHUHSATHUS
COOTBETCTBYIOILIETO PELICHUS);

KOHKPETHYIO JaTy HCIOJHEHUS PEIICHUs O BO3MEIIEHWH CYMMBl HEaBTOPHU30BAHHOU
orepanuu (B ciay4yae NPUHATUS COOTBETCTBYIOIIETO PELICHMS);

CyMMY JIGHeXXHBIX CpEICTB, mpuuuTatomuxcs Kpenuromomydarenmo B KadecTBe
BO3MEILICHHUS.

4.4. Kpenurtononyyareinb BIpaBe TpeOOBAaTh MpU3HAHUS OMNEpallid HEaBTOPU30BAHHOM,
€CIM OCYILIECTBJIEHHE HTOW ONepaluu CTal0 BO3MOXHBIM [0 MPUYMHE KOMIPOMETALUU
KapTOYHOTO IUIATEKHOTO MHCTPYMEHTa B pe3yJibTaTe€ HE3aKOHHOIO JOCTyIa K MpOrpaMMHO-
TEXHUUYECKUM CpeCTBaM OaHKOB, MHOCTPAaHHBIX 0aHKOB U (MJIM) IPOLIECCUHTOBBIX LIEHTPOB U, KaK
CJIEICTBHE, K PEKBU3UTaM KapTO4eK U (WIH) HHPOpMAIIMU, TTO3BOJISIONICH HECAHKITMOHUPOBAHHO
HCIIOJIb30BaTh KapTOYKHU.

Kpeaurononyuarens  mpenocrasnsitor  Kpenuromarento — 3asBieHHME,  cojepiKallee
TpeOOBaHME O TIPU3HAHMM OCYIIECTBIEHHOW C WCHOJIb30BAaHUEM KapTOUYKH OIEparuu
HEaBTOPU30BAaHHOW B COOTBETCTBUU C YacThlO IMEPBONM HACTOSIIETO0 MYHKTAa, Ha OyMa)kHOM
HOCHUTEJIE UK B 3JIEKTPOHHOM BHjI€e. [logada Takoro 3asBI€HUs CPOKOM HE OTPaHUYHBAETCSI.

[Tpu nammunu y Kpenuromarens napopManuu 0 KOMIPOMETAIIMH KAPTOYHOTO TIIIATEKHOTO
MHCTPYMEHTA B CITydae, YKa3aHHOM B YaCTH MEPBOW HACTOAILETO MYHKTA, 3aBJICHHE, COJEpKalllee
TpeOOBaHUE O NPU3HAHUM OCYUIECTBIEHHOM C WCHOJB30BaHHUEM KapTOYHOIO IUIATEXKHOTO
WHCTPYMEHTa OINepallid HEaBTOPH30BAHHOW, MOJUICKUT O0O0SI3aTENBHOMY yIOBICTBOPSHHIO
Kpeaurogarenem B yacTu  omepauuid,  OCYUIECTBJIEHHBIX €  HCIOJIb30BAaHHUEM
CKOMITIPOMETHUPOBAHHOM KapTOYKH, npu yCIIOBUH COOTBETCTBUS 3as1BJIEHHBIX
KpenuronomydareneM peKBH3UTOB CKOMIIPOMETHPOBAHHOW KApTOYKH (ayTEHTH(UKAIIMOHHBIX
JAHHBIX) pEKBU3UTaM (ayTEeHTH(PUKAIMOHHBIM JaHHBIM), uMeromuMmcs y Kpenuromarens mo
KOKJIOMY KOHKPETHOMY CIIy4ar0 KOMIIPOMETAIlMA KapTOYHOTO IUIATEKHOTO HHCTPYMEHTA, U
orcyrctBusl 'y Kpemauromarens wunHpopMmanmumu o mnpudacTHOCTH KpeauTomonydarens K



OpraHMW3alliyl HE3aKOHHOTO JOCTyla K MPOrpaMMHO-TEXHHUYECKHM CpEACTBaM OaHKOB,
WHOCTPaHHBIX 0AHKOB U (WJIM) MPOLIECCUHTOBBIX LIEHTPOB.

B cnyuae ecnmu Kpenuromonydarenem mo €ro MHHUIMATHBE ObLla OTMEHEHA OJIOKHPOBKA
CKOMIIPOMETUPOBAHHOIO  KApPTOYHOIO0  IUIATEKHOIO  MHCTPYMEHTA,  OCYLIECTBJIECHHAs
Kpenuronareiem B OJHOCTOPOHHEM MOPAAKE MO MNPUYMHE KOMIIPOMETAMU KapTOYHOIO
IJIATEKHOTO MHCTPYMEHTA B ClIy4ae, YKa3aHHOM B YaCTH IIEPBOM HACTOSIIETO ITyHKTA, 3asBICHHE,
colepkaiiee TpeOOBaHHE O MPHU3HAHMM OCYIIECTBICHHOW C HCIOJIb30BaHUEM KapTOUYHOTO
IJIATE)KHOTO MHCTPYMEHTA OIEpalli HEABTOPU30BAHHOM, MMOJJIEKUT YAOBIETBOPEHUIO B YACTH
ONEpalMii, OCYIIECTBICHHBIX C MCHOJIb30BAHUEM CKOMIIPOMETUPOBAHHOIO KapTOYHOI'O
IJIATE)KHONO HMHCTPYMEHTA JI0 MOMEHTAa HWHHUIMUPOBAHHOW KpenuromnomaydareneM OTMEHBI
OJIOKHPOBKH CKOMIIPOMETUPOBAHHOT'O KAPTOYHOTO IMJIATEKHOTO MHCTPYMEHTA.

B cityyae npu3zHaHus OCyILIECTBIEHHOM C HCIIOJIb30BAHUEM KapTOUKH OIEPALINH, YKA3aHHON
B YaCTU MEpBOM HACTOAILLIErO0 IIyHKTa, HeaBTOpu3oBaHHOW Kpenuromartenb He B3uMaer
BO3HarpaxaeHue (IuiaTy) 3a Mojady U pacCMOTPEHHE 3asBJICHUs, BKIIOYas MPOBEACHHUE BCEX
HEOOXOJUMBIX MPOIEAYyp B COOTBETCTBUU C NMPAaBUIIAMH IIJIATEKHON CHUCTEMBI.

Bo3memennue  cyMMbl  HEAaBTOPU30BAHHOM  ONEpalMd  OCYLIECTBISIETCA  IYTEM
WHUIMUPOBAaHUSl  IMaTtexxa B OesHainyHoW  ¢dopme  Kpenuronmarenem B THOIB3Y
Kpenuronosyuarens.

Bo3memienne cymMmbl HEaBTOPH30BAaHHOW OIEpallMUd OCYIIECTBISETCST 0e3 B3WMaHUs
Kpeauronarenem Bo3HarpaxjaeHusi (IJlaTel) 3a OCYLIECTBIIEMbIE B IEJIAX oOOecreueHus
BO3MEIICHHS] HEOOXO0IUMBbIE MPOLIEYPhI, PACUETHBIC OTIEPAIIHH.

5. YTEPA KAPTOYKU WJIN I[TMH-KOJIA, CMEHA ITNH-KOJIA, BJIOKMPOBKA
KAPTOUKHU

5.1. Ecau kapTo4ka yTpadeHa, yKpaJieHa, HOCTOPOHHEMY JIMILY CTaJld U3BECTHbBI PEKBU3UTHI
kaproukn W (wim) [IMH-kox nmubGo mpu BBIABICHHHM OCYIIECTBICHHBIX C HCIOJIB30BAaHHEM
KapTOUYKM HEaBTOPHU30BAaHHBIX oOIepaluii win ee pekBu3uToB Kpenurtomomyuarenb TODKEH
He3aMeUTUTEIbHO 3a0JI0KUPOBATh KapTOUKY B CIIyx)0e cepBuca (moanepxku) mo tei. +375 17 299
25 26(25), nmocne yero yBenomutb Kpenuronarenst 00 5TOM B TpEXIHEBHBII CPOK JJIsi IOCTAHOBKHU
KapTOUYKHU B KECTKUI CTOM-JIUCT MMyTEM MPEJOCTABICHUS 3asBICHUS Ha OyMaXHOM HOCHUTEJIE.

Kaprouka, koTopas mepenaHa uiau MHGOpMaius, o KOTopoi mnepepana Kpenutonarento
TPETbUMM JIMIIAMM, HE SBIAIOIIMMUCA KIUEHTaMHM (HallleHHas KapToyka), TMOMJIEKHUT
o0s3aTenbHON O10KHpOoBKe paboTHIUKOM Kpenuronaresns uepes ciryx0y cepBuca (MOAIEpKKH) IO
ten. +375 17 299 25 26.

5.2. Cmenuts [IMH-kon xaprouku Kpenutomomydarenb MoOKeT, 0OpaTHBLINCH B Jr000€
[Tonpaznenenune nubo camocrostensHo B CJBO. Ilpu stom IIMH-xon Oyner HampaBiieH
Kpenurononyuaremnto nocpeactsoMm SMS-cooOuieHus npu Ucnoyib30BaHuM TexHosoruu e-PIN.

Taxxe Kpeauronomyuarenb, moxer cmeHuTh [IMH-koxg kaproukum B OaHkomaTax
Kpenuronarens.

3a cmeny IIMH-xoma Kpenuronarens B3UMaeT BO3HArpaxkJe€HUE, YCTAaHOBJIECHHOE
COopHHKOM TIaTHI (BO3HATpaKJeHUI) 3a onepaluy, ocyuiecTisemsle Kpenuronarenem.

Taxxe cymecTByeT Bo3MokHOCTh 3anpocuts KIITI2 BupryansHoit kapTouku B C/IBO.

5.3. Kpenurtononyuatenb, o00s3aH MNpeaocTaBuTh 1o TpeboBanuto Kpemurtomarens
MH(pOpMAaLIKIO JIJIs paccie1oBaHusl 00CTOSATENbCTB yTpatThl KapTouku. Eciu Kpenutonarens umeer
CBEICHMSI O TOM, YTO HE3aKOHHOE MWCIOIb30BaHUE KapTOYKM IPOM30LUIO C BEAOMaA
Kpeautononyuarens, To OTBETCTBEHHOCTb 3a COBEPILIEHHBIE MPU HCIIOJIB30BAHUM KAPTOUKU
onepauuu HeceT Kpenuronomyuarens.

[Ipn oOHapykeHUM KapTOUKH, paHee OOBSBICHHON YyKpaJeHHOM WM YTEepPSHHOM,
MCII0JIb30BaHNE TAKOW KAPTOUKH KaTETOPUYECKH 3alPELIEHO.

5.4. Ecmm kaprouka 3a0ioKupoBaHa 1O HWHHUINMATHBEe Kpemurtomarens  wiH
Kpeauronomyuarens, mo MnpuyuHE €€ KoMIpoMeTanuu, To Kpenuromosnywarenb BIIpaBe
TpeboBaTh 0T Kpeauroaaresns pa30a0KHUpoBaTh KapTOUKY B LIEISX BO3OOHOBIECHHUS BO3MOKHOCTH
ee HCroib30BaHUsA. B cioywyae mocTyruieHust Takoro TpeboBaHus oT Kpemuronomywaresns,



Kpenurtonarens pa30oiokupyeT KapTOUuKy.

6. OCOBEHHOCTU COBEPILIEHU S BAJTFOTHO-OEMEHHBIX OITEPALIAN

6.1. Kpeaurononyuyarens A0 NPOBEAECHUS BAIIOTHO-OOMEHHBIX ONEpAIMil BbIpaXKaeT CBOE
corlacM€ Ha UCIOJb30BAaHUE IPU HUX IPOBEIECHUU OOMEHHBIX KYypCOB, YCTaHOBJIEHHBIX
Kpenurtonarenem, cieayomyMy criocodamu:

IIPY COBEPILIECHUHU onepauuu ¢ ucnoaszoBanueM CJIbO - mocpencTBOM NOATBEPKACHUS
COBEPUIEHMSI OIIEPALIUU C UCTIOIb30BAHUEM OOMEHHBIX KYpPCOB I10CJIE 03HAKOMIIEHHUS C HUMU;

IIPU COBEPILEHHUH onepanun B 6aHkomare uiu uHpokuocke Kpenuronarens - nocpeacTBoM
Ha)KaTHsl KHOMKH HJIM BbIOOpa »iieMeHTa uHTep(eiica, KOTOphle WHUIMHPYIOT COBEpIICHUE
COOTBETCTBYIOILEH OIlepaliH;

IIPU COBEPILIEHUY UHBIX ONEPALIUi:

€CIIY [IPYU COBEPLICHUHU OIEpalluy OCYyIECTBIIsAeTCS ayTeHTHGuKanus Kpenquronomayyarens -
MIOCPEICTBOM COBEPILICHHS JeHCTBUH 11l ayTeHTHuKamu Kpenutononyyarens;

€cli  TpU  COBEPLICHUMM  ONepalMu  He  OCYLIECTBISETCA  ayTeHTU(UKAIM
Kpeauronosmyuarenst - HOCpeCTBOM COBEPILIEHUS EHCTBUMN 10 MHUIMHUPOBAHUIO COBEPILEHUS
COOTBETCTBYIOILEH Olepauy.

B cnyuae ecnu BaytoTa omepalnuy HE COBIAJAET C BAIIOTON CUETa, a TAK)KE B HEKOTOPBIX
cilydasix, HpPEeJyCMOTPEHHBIX IUIATeKHBIMU CHUCTEMaMH, IPOBOJAUTCS BaJllOTHO-OOMEHHas
onepanusi. BaioTHO-OOMEHHBIE OIEpallMd COBEpPUIAIOTCS 10 KypcaM, YCTaHOBJIEHHBIM
KpeauronarenemM Ha MOMEHT COBEpLICHMs ONEpALMU, C YYETOM KpOCC-KypCOB IUIATEXHOU
cucTtembl. BaitoTHO-0OMEHHbBIE KypChl JUIsl IPOBEICHUS ONIepalvii TP UCII0JIb30BAHUN KapTOUYeK
MOTYT OBbITb HM3MEHEHbl B TedeHue pabouero aHa B coorBerctBuM ¢ JIIIA Kpemurtomarens,
peraaMeHTHPYIOLIMM YCTaHOBJIEHUE KypCOB BAIIOT 110 ONEPALlUsM C UCIOJIb30BaHUEM KapTOUEK.
HNudopmanus o0 ycraHoBiaeHHbIX KpenuTonareneM Kypcax BaJtOT 110 ONEPALUsAM C KapTOUYKaMHU
pasmemaercs Ha caiite Kpeauromartens, B cHcTeMax AUCTAHIIMOHHOTO OaHKOBCKOTO
oOciyxuBanusi kinueHToB (MHTepHeT-OaHKWMHT, MOOWUIBHBIM OaHKUHI), a Takke B
noapasnenenusx Kpenuronarenst B 001Ie10CTYITHOM IS KIIMEHTOB MECTE.

Wudopmanus o Kypcax BaJllOT, yCTaHOBJICHHbBIX TIATEKHBIMU CUCTEMAaMHU, pa3MeIlaeTcs Ha
CalTe IIaTeKHON CUCTEMBI.

Jlns omepanuii, COBEpIIEHHBIX B YyCTpoWcTBax OaHKOB, He NoAKIOYeHHbIX kK OAO
«baHKOBCKMI TpoOLEeCCUHTOBBIM LeHTp» (nanee - BIIL[), MOMEHT coBepiieHHsS BaIIOTHO-
OOMEHHOI omepaluy OINpeaeseTcss Ha OCHOBAaHUM pacueTHON MH(OpMalLUH, MOCTYNHUBILEH OT
IUIaTeXKHOW cucTeMbl. B ciaywae, korja miaTexHas cucTeMa B pacueTHOW MHpopmanuu He
YKa3bIBa€T BPEMs COBEPILCHHUs OIEpALM, U COBEPIIECHHS TAaKOM OINepaluy MPUMEHSIOT
BaJIOTHO-OOMEHHBIE KYPChl, YCTAHOBJIEHHBIE ITOCJIETHUM 32 3TY ATy PaCHOPSKEHUEM.

Jlns1 onepanmii, CoBepIIeHHBIX B ycTpoiicTBax Kpeauronarens mim 6aHKOB, MOIKIIOYEHHBIX
k BIIL[, MOMEHT coBepIlieHUsI BAIFOTHO-OOMEHHOM Omepanuu ONpeAessieTcsl UCXOs U3 JaThl U
BPEMEHH COBEPLLIEHUS OIIEpaLUH.

I[To dakry mnposenenus KpeguTomonmydarenemM  BaJIOTHO-OOMEHHOW  Omepaiuu
Kpenutonarens ¢opMupyeT ITOKYMEHT, MOATBEP)KIAIOIIUI IMPOBEACHUE BaTIOTHO-OOMEHHOM
onepanuu. /lokymeHT ¢opMmupyercs (BBIBOAMTCS Ha IedaTh WIM HHTEpdeic ycTpoiicTBa) ¢
UCII0JIb30BaHuEM ycTpoiictBa Kpenuronarens, B kotopoM Kpenurtonosmydareisem mpoBOINUTCS
BaJIOTHO-OOMEHHas onepanus. JlaHHbBIN JOKYMEHT COAEPKUT MHPOPMAIHIO, IPETYCMOTPEHHYIO
3aKOHOJATEILCTBOM.

6.2. O6paboTka onepaluii Mpyu UCIOIb30BAaHUH KApPTOUEK MPOU3BOAUTCS B IBYX CHCTEMaX.
[lepBoHayanpHO - B cucTeMe 0OpabOTKM aBTOPU3AIMOHHBIX 3aIPOCOB, B KOTOPOHl B pexHUMe
pealbHOTO BPEMEHU M3MEHSIETCS JOCTyITHAasi CyMMa IO KapTOUKe, a 3aTeM - B CUCTEME KIIMPUHTa,
B KOTOpOi1 (hopmupyercs pacuetHast nuHpopmanus. Tosbko o mepe o0padotku Kpenutogarenem
pacueTHOI HH(pOpMaLMK CyMMa Ofepaluu oTpaxkaercs no cuety Kpenuromnomayyarens.

ITockonbky oOMeHHBIe Kypcbl ycraHaBnuBaroTcst MIIC exxeqHEBHO M OOHOBISIIOTCS C
Y4eTOM CUTYyalluH Ha BaJIFOTHOM pPBIHKE, CyMMa OIlepalliy B BAJIIOTE CUeTa Ha 3Tare aBTOPU3aLnn
U Ha JTare OTPaKEHUsS ONEpaIlH MO CYETy MOXKET OTIMYaThCs (B MEHBIIYIO MM OOJBIIYIO



CTOpPOHY).

7. OCOBEHHOCTU COBEPIIEHNUS OIIEPALIMI B ITIOBAJIBHOU
KOMITbIOTEPHOM CETU UHTEPHET

7.1. Kpenuronatens mnpenocrtasiger KpeauTomosydarento BO3MOXKHOCTH COBEPIICHUS
onepauuii omjaaTel TOBapoB, padOT M yciayr B Iio0albHOW KoMIbOTEpHOH cetu MHTepHer c
IPUMEHEHUEM PEKBU3UTOB KApPTOUYKU C YUETOM CJIEAYIOLIMX OCOOEHHOCTEMH:

Kpenuronarens mnpenocrasinser Kpenuronosydareinro BO3MOXKHOCTb —HCIIOIb30BAHMS
texHonoruil benkapt-Uurepuerllapods;

JUTSL TIOATBEPIKICHUSI COBEPIICHHSI OTIEPAllUU B TJI00ATBHON KOMIIBIOTEpHOU cetu HTepHeT
Kak npaBwio ucnoab3yercs KIIII2, oxHako mpu COBEpLICHMHM IOBTOPHBIX (TOANHMCAHHBIX)
iarexeil B ogHoi u toi s)xe OTC nonyckaercs orcyrerBue noarsepxaenus KIITI2.

Kpenuronarens mMeeT mpaBO yCTaHAaBIMBAaThb OTPAHMYEHHUS HA COBEPIICHHE OIEpaluil
OIJIaThI TOBAPOB, pabOT U YCIYT B INI0OATHHON KOMIBIOTEPHOW ceT MHTEpHEeT (B TOM YHCIe ¢
npuMeHeHneM TexHosoruu benkapr-Murepuerllaposns) npyu CHONb30BaHUM KapTOYEK.

7.2. Kpenutomnonydarenab HECET OTBETCTBEHHOCTb 3@ OIEpalH, COBEpPILICHHBIE C
UCIOJIb30BAaHUEM KapTOUYKU WM €€ PEKBU3UTOB B INI00ANbHOM KOMIbIOTEpHOH cetu MHTepHer
(manee - IHTepHET-TIIIATEXH ).

Kpenuronoiydarenb HECET BCe PUCKH, CBA3aHHBIE C IIpOBeAcHUEM MHTEpHeT-IIIaTexkKel U
OCYILECTBJICHUEM HHBIX JECUCTBUM, CBSI3aHHBIX C BHECEHHEM M COXPAaHEHHEM PEKBU3HUTOB
KapTouku Ha MHTEepHeT-caliTax.

Kpenuronosyyarens He MOXET IPEeAbABIATE KpeaAUTOIaTEN0 IPETEH3UH 110 ONIEPALUM,
IPOBEICHHBIM B IN100aJIbHON KOMITBIOTEPHON ceTu VIHTepHeT Ipu MCIOJIb30BaHUM KapTOYKH, B
ciyvae HapyweHus Hacrosuiero Iopsnka.

Kpenuronarens He HeceT OTBETCTBEHHOCTb B Cllydae HEBO3MOXHOCTH IPOBEIEHUS
Kpenurononmyuarenem  VMHTepHer-muiateske  1mo  He3aBucamuM — oT  Kpemurtonmarens
0OCTOSATENILCTBAM.

BBenenne nmpaBUIIbHBIX PEKBU3UTOB KapToukw, koaa KIII12 w/umm npoBepounoro koaa 3D-
Secure sBiseTcss HaJyulekamledl M JocTaTouHoi ayTeHTu¢ukanued Kpeauronomywarens s
oTpaxkeHus 1o Cyery ornepanuu, COBEpLUICHHON IPU UCIIOJIb30BAHUN KAPTOUKU U €€ PEKBU3UTOB.

7.3. PackpeiTue nH(popMaIu B COOTBETCTBUU cO cTaTbelt 23 3akoHa Pecnybnuku benapychb
ot 19.04.2022 Ne 164-3 «O muaTeXHbBIX CUCTEMaX U IUJIATEKHBIX YCIyrax» IMPOU3BOAUTCS
Kpemutomarenem mnocpenctsoMm — pasmemieHus IIpasunm  mmarexxnod  cucremel  OAO
«benarponpom0bank» Ha caiite Kpeauronarens B r1o0aibHOW KOMITBIOTEPHOU ceT HTEepHET Mo
azapecy: www.belapb.by.

8. PEKOMEHIALINH 110 BE3OITACHOMY UCIIOJIb3OBAHNIO KAPTOYKHM

8.1. Coxpanute HOMep TenedoHa CiIyKObl cepBuca (MoaaepKKu) KapTouek Kpenuronarens
B JIETKOJIOCTYITHOM MecCTe (HampuMep, B MaMsITH MOOMIIBHOTO Tele(oHa MM 3alIMCHOM KHUXKKE),
3Ta “HGOPMAIUS MOXKET IPUTOAUTHCS AJ1s1 OJIOKMPOBKHU KapTOUKH B CIIy4ae €€ yTepH 00 KpaxH.

8.2. OGecrieunBaiiTe yCI0BUS XpaHEHUS] KAPTOUKH, KOTOPbIE UCKIIIOYAaI0T BO3MOKHOCTD €€
yTepH, NMOpUH, KOIMPOBAHUS JaHHBIX, HECAHKIIMOHUPOBAHHOTO U HE3aKOHHOT'O MCIOJb30BaHUS.
He nomyckaiiTe MexaHWYeCKMX MOBpPEXJIEHHA Ha KapTouke, naedopMaluu, 3arps3HEHus,
BO3/ICHCTBUS BBICOKUX M HU3KUX TEMIIEpaTyp, dJEKTPOMAarHUTHBIX MOJIEH, IPSIMBIX COJIHEYHBIX
Jdy4yel, Blarv, KpacUTENEW, pacTBOPUTENEH, BPEOHBIX XMMHMUYECKHX BEIIECTB U JPYIHX
HeOIaronpusATHRIX (HaKTOPOB, KOTOPHIE MOTYT MOBJIEYh HEPAOOTOCTIOCOOHOCTH KaPTOUKH.

8.3. He mepenaBaiiTe kapTouky TpeTbuUM JHLaM. [IpaBo monp30BaHUs KapTOUKOM HMMEET
Tosbko Kpeauronomyuatens.

8.4. XpaHure B TaiiHe OT APYT'HX JIUI] KOH(PUICHIIUATbHbIE JaHHBIE KAPTOUKU: HOMEP U CPOK
JNEHCTBUS KApTOUYKM, YKa3aHHBIH Ha OOOpOTHOW CTOpPOHE TpPEX3HAaYHbIH KOJ IPOBEPKU
HOJUIMHHOCTH KapTo4KH (1ipu ero Hanmuuuu), [IMH-kox, koTopelii HEOOX0IMMO 3alIOMHHTD HIIH, B
Clly4ae €CJH 3TO SIBJISIETCS 3aTpyAHUTEIbHBIM, XPAaHUTh €r0 OTAEIBHO OT KapTOYKU B HESIBHOM
BUje (HampuMmep, MEpenucaB ero Ha JIMCTOK OyMaru cpeay MpoduX IpymI HUQp WU 000



npyroii uHpopmanuu). Hukxorma He coobmaiite I[IMH-xkom npyrum nmiam, BKIIOYas
POJICTBEHHUKOB, 3HAKOMBIX, paboTHUKOB O6ankoB, OTC, npeacraBurtesneil mpaBoOXpaHUTEIbHBIX
opranoB. He mepenasaiite [IMH-koq HU mo TenedoHy, HU MO SIEKTPOHHOU TouTe. TONBKO
Kpenutononyuarens qospkeH 31arh cBoi [TMH-ko.

8.5. HacTosTensHO pEKOMEHIyeM HCIONb30BaTh YCIyry «SMS-unpopmupoBaHue»,
KOTOpasi o0ecreurnBaeT ONepaTUBHOE MOMydeHHEe MH(OPMALMU O Ka)kI0iH OCYIIEeCTBICHHOW C
UCIIOJIb30BAaHUEM KapTOYKHU ONepaluy, MOBJIEKIIEH H3MEHEHHE pa3Mepa 3a/I0JKEHHOCTU I10
Cuery. Ilpum moctymienun Push/SMS/Viber-coobmenuss 06 omneparuu, KoTopylo Bbl He
coBeplIaid, HEOOXOIMMO HE3aMEeJIUTENbHO 3a0JOKUPOBAaTh KapTOUYKy M 0OpaTHTbCi K
Kpenuronareto.

Ecnm npu Hamuuumu moakitodeHHOW yciayru «SMS-undopmupoBaHHe» COOOIICHHS OT
Kpeautonarens o mpoBOAMMEBIX ONIEPAIIMSX IMEPECTANN TOCTYNAaTh HAa Barm MOOWIBHBIH TenedoH,
HeoOXoauMo cBsi3aThesi ¢ Kpeauromarenaem s yTOYHEHMs] MNPUYHMH, YTOOBI HCKIIOYUTH
BO3MOXHOCTh TiepexBara Push/SMS/Viber-cooOiienuii TpetbriMu nuniaMu. Eciau mosydeHHoe
Push/SMS/Viber-coobiieHre BbI3BIBAECT KaKUE-THOO COMHEHHS WM OIACEeHHUs, OINCPATHBHO
oOparurech k Kpenurtonarento /i Moy4eHus pa3bsiCHEHUM.

8.6. Jlnsa B3ammopeiictBus ¢ KpeauronareneM UCHONIB3YyWTE TOIBKO PEKBU3UTHI CPEACTB
CBsI3W (MOOWJIBHBIX M CTAl[MOHApHBIX TeneoHoB, (akcoB, MHTEpHET-CaliTOB, OOBIYHOW W
AJIEKTPOHHOU TMOYTHI), KOTOpbIE YKa3aHbl B JOKYMEHTaX, IMOJYyYEHHBIX HEMOCPEACTBEHHO Y
Kpenuronarens.

8.7. Ilpu ytepe, Kpake KapTOYKH, OCTaBJICHHH €€ B OaHKOMAarTe WM MHOM YCTpPOICTBE
camooOcCiTy>)kuBaHusi, u3bATHH  Kaccupom OTC, KoMmpomeranmuud  KapTouku  (ecid
KOH(UICHIIMAIBHBIE JTaHHBIE KApTOUYKH CTAadd W3BECTHHI MOCTOPOHHHMM JUIAM) JIMOO MpHU
BO3HHUKHOBEHUH TaKHUX IIOI03PCHUN HEOOXOJMMO HEMEIJICHHO 3a0JIOKMPOBATh KAapTOUKY
(Hampumep, MO3BOHMB B CIIyk0y cepBuca (moaaep:xku), unu nocpenctsom CABO) u obpatutech
k Kpenuronarento.

8.8. [IpoBenenue onepaiuii Mpyu UCIOJIb30BAHUU KAPTOUKH B OaHKOMaTaX U MHPOKHOCKAX.

[Tpu BeIOOpE OaHKOMAaTa MM HHPOKMNOCKA, B KOTOPOM BBI COOMPAETECH IPOBECTH OTIEPALTHIO
P UCIOJIB30BAaHUU KAapPTOUKH, KEJIAaTeIbHO U30€eraTh MIOX0 OCBEIICHHBIX U O€3MI0IHBIX MECT.
HaunbGonee Oe3omacHpIMM MecTaMH JJIsi COBEpUICHMS OINEpaluid SBISAIOTCA IOMEILEHUs
0aHKOBCKUX O(UCOB, yIWYHBIE K€ OaHKOMAaThl B TYPHUCTMUYECKHUX pailoHax SBISAIOTCS MEHEe
0e30macHbBIMH.

Jls coBepilieHUsl PeryispHBIX OINEpaluil crapailTech MONB30BATHCS OJHUM M TEM JKe
0aHKOMaTOM, PacIOJI0KEHHBIM B XOPOIIO OCBEIICHHOM MECTE: BaM Oy/IeT IpOIle BHISIBUTH (pakT
YCTaHOBKH Ha HETO CTOPOHHETO 000PYI0BaHUS, KOTOPOE MOXKET HUCIOJIb30BATHCS MOIIIEHHUKAMU
JUTSI TIOXHINEHUS] HHPOPMAIIHH ¢ KapTOUCK.

[lepen nauyamom 0OCTY>KMBaHHS OCMOTPHUTE JMIIEBYIO MaHeNnb OaHKomara. baHkomarthbl
HEKOTOPHIX OAHKOB MpeJIaraloT CBEpUTh M300pakeHre 0aHKOMAaTa Ha MOHUTOPE C TeM, KOTOPBIH
nepen Bamu. OOpatuTe 0oco00€ BHHMAaHUE Ha IIEJIb KapTOMPUEMHUKA: MOIIEHHUKH MOTYT
YCTAaHOBUTb Ha HEro He MpelyCMOTPEHHYI0 KOHCTpyKuued OaHkoMaTta Hakiaaky. Ilepen
MCIIONIb30BaHNEM OaHKOMATa WM JIPYToro YCTPOHCTBA caMO0OCTyKUBaHHUS MOTPOTalTe aHelH!,
nonmpoOyiTe X TOJBUTATH: (PATBITUBBIC HAKIAJAKHA U KJIaBUATYPHl OOBIYHO JIEPIKATCS TUIOXO H,
KaK MMPaBUIIO, JakKe TPU HE3HAYUTEILHOM BO3/ICHCTBUY MIATAIOTCS, OTXOAAT WU Ia)Ke OTHAIAIO0T.
3a4acTyr0 MOILIEHHUKH OCTAaBJISIIOT 3aMETHBIE CIIEJIbI: N, KJIeeBble OATEKH U CKoubl. Jlydie
HE MCIOJIb30BaTh 0AHKOMAT, KAPTOMPUEMHHUK KOTOPOTO BBITJIIUT TaK, OyITO KTO-TO KOBBIPSLI €r0
OTBEPTKOM MJIN OOJIHIT KIJIEEM.

[Topoit MoOmIEHHUKH AENAIOT MOJACTbHBIE TMAHETU C BUACOKaMepaMH, KOTOpBIE 3aTeM
KpensTcs K 0aHKOMary: Ha AMCIIEHCEp Ui JCHET, MO/ KO3bIPEK, MO/ SKpaH WU Jaxke B CTEHJE
JUTSL pEKIIAMHBIX OpOITIOp. DTH KaMephl U3/1ajieKa MOTYT BHITJISACTh KaK YepHbIE TOUKH.

Ecnm xnmaBuaTypa HeeCTECTBEHHO BBITHPALT, IATACTCS WIIA OTIMYACTCS 110 TOHY, BBITJISIAT
HOBOIA, B TO BpeMsi KaK caM OaHKOMAT YK€ UMEeT SIBHbIE IPU3HAKU W3HOIICHHOCTH, - 3TO TaKKe
MOBO/JI OTKA3aThCs OT UCMOIb30BAaHUS TAKOTO YCTPOICTBA CaMOOOCITY KIUBAHUSI.

8.9. He mnpumensiite upe3MepHyl0 (U3MUYECKYIO CHIIy, YTOOBI BCTaBUTb KapTOUYKy B



Oankomar (uHpOKMOCK). Eciu OaHKOBCKas KapTOuka HE BCTaBISETCS 0€3 JTOMOTHUTEIbHBIX
YCUJIN, BO3AEPIKUTECH OT UCIIOIb30BAHNUS JaHHOIO OaHKOMaTa (MH()OKHOCKA).

B HekoTopbix 6aHkoMaTax (MH(OKHOCKAX) MOTYT IPUMEHSTHCS CIeMaIbHbIE YCTPOUCTBA,
KOTOpbIE MPENATCTBYIOT KOINMPOBAHUIO MOLIEHHUKAMH JIaHHBIX O KapToykax, - JUKUTTEpbl. B
Takux OaHKomarax (MH(POKHOCKAX) MPOIEeCcC IprueMa KapTOueK yCTPOHCTBOM MOKET OTJIMYAThCs
OT Jpyrux OaHKoMaTtoB (MH(OKHOCKOB) - KapTouyka BHOpHpPYET B MOMEHT €€ IpueMa
YCTPOMCTBOM.

8.10. Tlpu oOHapyKEHHH IOCTOPOHHEr0 OOOpYyJOBaHUsS (HANpPUMEp, HAKIAJIKH) HE
IBITAiTECH CHATH €ro CaMOCTOSITENIbHO, BO3JCPKHUTECh OT COBEPLICHHUS OIepanuil, a o
BBISIBJICHHOM HAKJIaJIKe cooOmuTe B OaHK, OOCTYyXHUBAIOUIUH ycTpoiicTBo. Ecnmu coMHeHus
OTHOCHUTEJIBHO KOPPEKTHOM paboThl OaHKOMAaTa WM JIPyroro yCTpoWcTBa caMOOOCITyKMBaHUS
BO3HMKJIM IIOCJI€ TOr0, Kak KapTO4yKa IIOMElleHa B KapTolpueMHHK, He BBoaure I[IMH-xox.
HaxMuTe KHONKY /17151 OTMEHBI OIlepaliy U 3a0epuTe KapTouKy. Eciy Bbl 3aMeTHIM IOCTOPOHHEE
000pyIOBaHUE YK€ TIOCIEe OKOHYAHMS OOCTYXHBaHMSA, 00s3aTENIbHO Cpa3y ke 3a0JIOKupyiiTe
KapTOUKY JIFOOBIM JOCTYIIHBIM CIIOCOOOM.

VYoenurech, 4T0 BHIOpAaHHBINA BaMH OaHKOMAT WJIH JIPYro€ YCTPOMCTBO CaMOOOCITy)KUBaHUS
OPUHUMAET HMMEWIIylocs y Bac KapTouky. JloroTunm Ha Bamied KapTOuke M Ha JKpaHe
IIPOrPaMMHO-TEXHHUUYECKOI0 YCTPOICTBA U (WJIK) Ha €ro KOPITyCe 0JIKHBI ObITh 0IMHAKOBbI. Eciin
Bbl BCTaBWJIM B OaHKOMAaT WM JpPyroe YCTPOHCTBO CaMOOOCHY>KUBaHHsS KapTOUKy, He
00CYXKHBAOIIYIOCS B TAaHHOM yCTPOMCTBE, KapTOuKa OyIeT BaM BO3BpAIICHA, IPU 3TOM Ha SKpaHe
HOSBUTCS MH(OPMAIU O HEBO3MOKHOCTH COBEPLICHHUS ONEpALIUH.

B cinyuae ecnu no6in3zocty or 0aHKOMaTa WIM JPYroro yCTpoicTBa caMo0OCITyKUBAaHUS
HAXOJATCS JIIO/M, BBI3BIBAIOLIME Yy Bac IOJO3PEHHUE, CleAyeT BbIOpaTh Ipyroe Bpems i
UCIIOJIb30BAaHUsl JAHHOIO YCTPOWCTBAa WJIM BOCIOJB30BaThCA JAPYTUM OAHKOMATOM WJIU
YCTPOHCTBOM CaMOOOCITYKUBaHUSI.

ByapTe 0COOEHHO OCTOPOXHBI, €CIM HE3HAKOMBIE JIIOJM MpeUlaraloT BaM IOMOILb B
UCIIOJIb30BaHUM KapTOUKU B OaHKOMATEe WIJIM JPYTrOM YCTpOHcTBe camMooOcityxuBaHus. B ciydae
3aTpy/IHEHUM, BO3HMKIIMX MPU HCIOJIb30BAaHUM KapTOUKH, HE IMPHUCIYIIMBAUTECh K COBETAM
IOCTOPOHHUX JIUIL, a JUIsL CBSI3U ¢ baHKOM MOsIb3yHTECh TOIBKO HOMEpaMH Teae(pOHOB, KOTOpbIE
yKa3aHbl HENOCPEACTBEHHO Ha KapTOuKe JINOO MOJIYy4YeHbl BaMHU M3 HAJEKHBIX NPOBEPEHHBIX
VCTOYHUKOB WJIN HENOCPEACTBEHHO K Kpennuronarento.

OOpamiaiiTe BHUMaHHME Ha JIIOJIEH, CTOSIIIIMX 32 BAMH B oduepean y OaHKoMaTa Wi APyroro
YCTPOHCTBA CaMOOOCTY>KUBaHMs, B ClIydae HEOOXOAMMOCTH TIONMPOCUTE HUX OTOHTH Ha
paccrosiHue, ¢ KOTOPOro OHU He CMOTYT yBHaeTh BBoAuMbIi Bamu [IMH-kox. ITpu BBOe T1MH-
KO/Ia HaXxOJHUTECh KaK MOYKHO OJike K OaHKOMaTy WM YCTPOMCTBY caMoOOCITy)KMBaHUS, MpU
3TOM IPUKPBIBANTE KIaBUATYPY JIaJOHbIO CBOOOIHOMN PyKH.

[Ipu mcnonb30BaHMM KapTOUYKM BHUMATENBbHO H3ydaiiTe MHGPOPMAalLMIO, BHIBOJUMYIO Ha
9KpaH OaHKOMaTa WM JPYroro yCTpOHMCTBAa CaMOOOCIYKMBaHUs, U MPOBEPSUTE MPaBUIbHOCTh
BBOAMMBIX JaHHbIX. IIpu HeomHokpaTHOM HekoppekTHoM BBoae IIMH-koma xaprtouka
0JIOKHpYEeTCS U MOKET OBITh U3bsATAa OAHKOMATOM HJIM IPYTUM YCTPOHCTBOM CaMOOOCTYKUBaHUS.
B ciydae u3bsaTHs KapTOUYKHU (HE3aBUCUMO OT NMPUUYUHBI) 0AHKOMATOM WJIM JPYTUM YCTPOHCTBOM
caMo00CITy’)KMBaHNS HEMEIJICHHO 3a0JIOKUPYITE ee (HarpuMmep, CBSI3aBLINCh CO CITyK00ii cepBHca
(moamep>kku) unm ¢ ucnonszoanueM C/IBO).

He mo3Bosnsiite HUKOMY OTBJIEKaTh Bac BO BpeMs MPOBEIEHUS ONEPALUU, TOCKOJIBKY BbI
MOJKETE CIy4allHO COBEPLIMTh HEKOPPEKTHYIO oneparuto. KpoMe Toro, npu oTCyTCTBUM KaKuX-
100 elcTBUH C Balleil CTOPOHBI B TEUEHUE YCTAaHOBJIEHHOTO I JAHHOTO YCTPONCTBA BpEMEHU
OHO MOXKET U3BsTh BaIlly KapTOUKy U (MIJIN) JCHBTH.

[Tocne momy4yeHust HATMYHBIX JEHEXKHBIX CPEACTB B OAHKOMATe cieayeT yOeaIuThCs B TOM,
4TO KapTouka Obla BO3BpalleHa 0aHKOMATOM, JOXK/IAThCs BbIAUU KapT-yeka (IIPU ero 3ampoce)
U TOJIBKO TIOCJIE 3TOT0 OTXOAUTh OT OaHkomara. CieayeT MOMHHUTh, YTO MOCJIEI0BAaTEIbHOCTD
BBIJIJaYM HAJIWYHBIX JEHEXHBIX CPEJCTB M BO3BpaTa KapTOYKM B OaHKOMAaTax pa3HbIX OaHKOB
MOJKET OTJINYaThCsl. bBaHkoMaT MOXKeT CHavyasia BEpHYTh KapTOUKY, a 3aTEM BbLIATh 3aIIPOLICHHYIO
CYMMY JICHEeXHBIX cpeAcTB. HeoOX01uMO yUUTHIBaTh JaHHYIO CEU(PUKY pabOThl 0aHKOMATOB U
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HE OTXOJIUTh OT YCTPOMCTBA O MOMEHTA MOJIYUYEHHUs KapTOUYKHU, KapT-ueka (IIpH ero 3ampoce) u
JICHET.

B cimyuae ecnm OGaHKOMAT WIM JIpyroe YCTPOWCTBO CaMOOOCIy>KMBaHUS paboTaeTr
HEKOPPEKTHO (HAlpUMep, JOJITr0e BpeMs HAaXOIUTCS B PEXKUME OXKUAAHUS, CaMOIPOU3BOJIIBHO
nepe3arpy’kaercs), CiaeayeT OTKa3aTbCsi OT HCIOJb30BaHUS TaKOI'O YCTPOICTBA, OTMEHUTh
COBEPILIAEMYIO OIEpalyi0, HA)KAaB HAa KJIaBUAType COOTBETCTBYIOUIYHO KHOIIKY, M JOXKIAThCs
BO3BpaTa KapTouku. EciM yCTpOHCTBO HE BO3BpAlIaeT KapTOUKY, CIEAYET HE3aMEUIMTEIIBHO
3a0JI0KMPOBATh KAPTOUKY JHOOBIM JOCTYITHBIM CIOCO00M 1 00paTuThes K Kpenuromnarento.

He ocraBngiite 3ampolleHHbII BaMu KapT-ueKk B OaHKOMaTe WJIHM JPYTrOM YCTPOWCTBE
caMo00CITy’)KUBaHU, TaK KaK B U€KE MOTYT OBITh YKa3aHbl CyMMa OII€PALlNH, OCTATOK JEHEKHBIX
CPEICTB. DTO MOKET IPUBJICYb IPaOUTEISI UM MOUICHHHKA.

8.11. IlonyyeHne HaIMYHBIX JEHEXKHBIX CPEACTB U MPOBEACHUE Olepaluil Oe3HaIMYHOM
OILIAThI MIPU UCIIOJIB30BAHUU KAPTOUYKU B MOJIpa3/iesieHUusIX OaHKOB.

Bcee peiictBusi paboTHMKa OaHKa € KapTOYKOM JOJDKHBI MPOXOAWUTH TOJ BallluM
HabmoienueM. He paspemaiite paboTHUKY OaHKa yXOAUTH C KAPTOUKOM B Ipyroe MOMeIeHHE.

[Ipu nonyyeHun HAIWYHBIX JAEHEKHBIX CPEICTB JIMOO MPOBEAECHUU O€3HATMUYHOM OIIaThl
ocoboe BHUMaHHe oOpaliaiiTe Ha COOTBETCTBUE YKa3aHHOW CYMMBI U CYMMBI, COJIeprKalleiics B
KapT-4yeKe (Cimre).

[Tpu npoBenennu oneparuii B [IBH oOparmaiite ocoboe BHUMaHuE Ha ACHCTBUS paOOTHHUKA
OaHka, €clii OH IBITAGTCS IPOBECTU Ballly KapTOUKy YEpPe3 CUUTHIBAIOIIEE YCTPOMCTBO
o0opyaoBaHus Oonbllie OJHOTO pa3a. OITO TMO3BOJHUT MPEAOTBPATUTH IPOBEACHUE
HEAaBTOPU30BAaHHBIX orepanuid. (O0s3aTeIbHO TMOMHTEPECYHUTECh MPUYMHOM, IO KOTOPOH
paboOTHUKY HEOOXOJUMO TOBTOPHO MPOBECTH KAPTOUYKY 4YEpe3 CUMUTHIBAIOIIEE YCTPOMCTBO
000pyI0BaHUA.

Ilepen BBomom IIMH-kona BHMMAaTenbHO HM3yuyuTe HHGOPMAIUIO, MPEICTABICHHYIO Ha
JKpaHe TepMHUHAJIA, a TaKKe yOeaUTeCh, YTO CyMMa U BaJIIOTA OIEpallUy BEPHBI.

Beoaute [IMH-kox, mpukpbIBas KI1aBHaTypy JIaJOHbIO CBOOOAHON pyku. Hukoraa u vy npu
Kakux obcrosiTenbecTBax He coodmaiite [IMH-kon paboTHrKam OaHKa.

Ilepen Tem kak moamucath KapT-uek, yOeauTech, YTO CyMMa M Balll0Ta OINEpaluu, Aara
orepaiuu, TUIl ONlepaliy U Jpyrue JaHHble, YKa3aHHbIE B KapT-UeKe, BEPHBI.

8.12. IIpoBenenue oneparuii 6e3HaAINYHOM OMIATHI MPHU MCIIONb30BaHUU KapTouku B OTC.

Ucnone3yiite kapTouky B OTC, KOTOpbIE BBI3bIBAIOT 10BEPHE.

[Ipu mpoBeneHUM omepanuii B pecTopaHax, Oapax, MarasmHax, OTAaBas KapTOUKY
o0cCIyXUBaIOLIEMy MEpCOHaly, HE BBIMyCKaiiTe ee W3 mnouss 3peHus. lIpu HeobxoaumocTu
npocneayiite 3a padbotHukom OTC k TepMHUHATY. DTO HO3BOJIUT NPEJOTBPATUTH HEITPABOMEPHOE
KONMpPOBaHUE MHPOpPMAINH, YKa3aHHON Ha KapTOUKe.

[Ipu coBepiieHHH omepanuu ¢ UCHOJb30BaHUEM MPUHTEPA WUIIM IUIATEKHOIO TEpMHUHAJA
(POS-tepmunana) kaccup MoxeT morpedoBarh BBectd [IMH-kom miam moamucath KapT-4ek B
COOTBETCTBUU C TPEOOBAHUSIMH, YCTAHOBJICHHBIMH MIPABUJIAMH TJIATEKHOU CHCTEMBI.

IIpu nmposenenun onepanuu oruiatel B OTC oOpaiaiite oco0oe BHUMaHuE Ha JEHCTBUS
KaccHpa, €CIIM OH MBITAeTCs MPOBECTH KAPTOUKY Uepe3 CUNTHIBAIOLIEE YCTPOICTBO 000y 10BaHUS
0osbIIe OJHOrO pasza. DTO MO3BOJMUT MPEAOTBPATUTH IMPOBEACHUE HECAHKIIMOHHUPOBAHHBIX
onepauuii. OOs3aTeIbHO MOMHTEPECYHUTECh NPUUYMHOM, MO KOTOPOHl Kaccupy HEOOXOIMMO
MOBTOPHO TIPOBECTH KapTOUKYy Yepe3 CUUThIBaIOIIEee YCTpOHCTBO obOopynoBanus. Ecmu
BCJIEJICTBHE HEYCIICIIHOM Omepanuy MO KapTOuKe BBl OIJIATMIM TOKYIKY HHBIM CIIOCOOOM
(HampuMmep, HAIWYHBIMA WJIM HWHOM KapTOYKOW), COXpaHUTE MOATBEPKIAIOMIMA JOKYMEHT U
IIPOBEPBTE, CIIUCAINCH JIM CO CUETa JIEHEKHBIE CPEJCTBA I10 HEYCIIELTHON Oleparuy.

BBoaute I1MH-koa, npukpeiBas Ki1aBUaTypy JaloHbI0 cBOOOoAHOM pyku. [lepen Habopom
[TMH-koxa cnenyer yOeIuThCsl B TOM, YTO JIFO/IM, HAXOISAIIMEC B HETIOCPEICTBEHHON OJIM30CTH
ot Bac, He cmoryT ero yBuaeTs. Hukorna u Hu mpu Kakux o0cTosITeibeTBax He coobmarite [TMH-
Koz pabotaukam OTC.

[lepen Tem kak moamucarb KapT-uek, yOeauTeCh, YTO CyMMa U BaJOTa OINEepaliu, HoMep
KapTOYKM (€ro 4acTb), JaTa omepauuu, Tun onepauuu, HazBanue OTC u apyrue naHHbIE,
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yKa3aHHbIE B KapT-ueKe, BEPHBHI.

Ecnu Bl pemmim OTKa3aTbCsl OT INOKYIKM IIOCJIE YCIHEIIHOTO 3aBEepIIEHUs Ollepalui,
notpelyiTe OTMEHUTH oneparuio. O0s3aTeIbHO COXPAHUTE KapT-u4eK MO ONepaluu OTMEHBI J10
CBEPKHM BBIIHUCKHU I10 CYETY, K KOTOPOMY BBIIyIll€HA KAPTOUKA.

beckoHTakTHBIE  ONE€palMu  COBEPIIAIOTCA B PEXKUME  «CaMOOOCIYKHBAHUS»:
Kpenutononyuarens He mepegaeT KapTOuKy WM JpYyroil IUIaTeXKHbIM HHCTPYMEHT,
UCIIOJIb3YEMBbIH /171 OIuIaThl (Hampumep, opacier, Opesok, MOOUIIbHBIN Tene(OoHOB WK ApYyroe
YCTPOMCTBO) Kaccupy, a CaMOCTOSTEIbHO MNPUKIAABIBAET KAapTOUKY WJIHM JAPYroM IUIaTeXHbIN
MHCTPYMEHT K CUMTHIBAIOIEMY YCTPOICTBY TepMHUHANA 1JIs IPOBEIEHUS OEpaLUH.

8.13. IlpoBenenue omepanuil Oe3HATMYHOM OIUIATHI NMPH HWCIHOJIb30BAHUM KAPTOUYKU B
r100anbHOM KOMIIBIOTEPHOH ceTn MHTEepHeT.

st oOecrieueHust HanbosIee BBHICOKOTO YPOBHS O€30MACHOCTH OIEpaluil MOIKIIOYNTE
yCIyry TIOATBEp KIACHMsSI omepanuid 1o TexHoynoruu benkapr-Uatepnerllapons. JlanHbie
TEXHOJIOTMH MO3BOJISIOT 3aIPOCUTH JOIOJHUTEIBHOE OITBEPKIEHUE OIlEpaliiii, COBEPIIAEMBbIX
B [N100aIbHON KOMIIBIOTEPHOM ceTH IHTEepHET, ¢ MOMOIIbI0 OJHOPA30BOT0 NapoJisi, BEICHUIAEMOI0
Ha TtenedoH (mocpeactBom Push/SMS/Viber-cooOmenust), yka3aHHBI TpH TOAKIIOUCHUN
YCIIYTH.

He oTBeuaiiTe Ha 31€KTPOHHBIE TUCHbMA, B KOTOPBIX OT UMEHHU siIK0Obl KpenuTtonarens unu
MHBIX OpraHU3alMii, a TAKXkKe IPaXKAaH MPOCAT NPEAOCTABUTh IEPCOHATIBHYIO HH(OpMAIHIO, B TOM
YyHClle PEKBU3UTHI KapTOUKM, B LIEJAX UX OOHOBIEHHWS WM JUis peructpauuu. Ilocrapaiitech
BBISICHUTB IPAaBOMEPHOCTh TAKUX MPEAJIOKEHHH, cBsI3aBIInCh ¢ KpenuTonarenem no J0CTOBEPHO
U3BECTHOMY HOMepy TenedoHa (HampuMep, IOJYyYeHHOMY BaMH HEMOCPEICTBEHHO OT
Kpenurtonaresns npu nojsy4yeHUH KapTOUKH).

[lepenaBaiite wHPOpPMAIUIO O KAPTOYKE TOJBKO JUIS OIUIATHl MOKyNkH. Hukorma He
HepechUIaiTe JTaHHBIE KAPTOUYKH 110 3JIEKTPOHHOM [ToUTe, TaK Kak IepeaaBaeMast 1o 3J1eKTPOHHON
noyTe MHPOPMAIUs HE MOJHOCTHIO 3aIIUIICHA OT TIepeXBaTa U UCIOJIb30BAHUS TIOCTOPOHHUMH.
Ha caiitax Bcex U3BECTHBIX 0J1aroHaeKHbIX Mara3uHOB UCIOJIb3YETCs TEXHOJIOTUS HIH(PPOBaHUS
JAHHBIX, KOTOpas 3amuinaet Bamury nadopmMariio TMIHOro XapakTepa Mpy COBEPILICHUH MTOKYTIKH.

Hukorna He mnokaspiBaiiTe HOMEp KapTOYKM B JIOKA3aTENIbCTBO JOCTMXKEHUs Bamu
OTIpEIeNIEHHOr0 BO3pacTa, XOTsS MHOI/Ia Ha HEKOTOPBIX CaliTaX MOTYT MONPOCUTH 3TO CHENATh.
Homep kapTouku He MOXeT yKa3bIBaTh Ha JOCTIKeHHEe BaMu kakoro-mmbdo Bo3pacra.

3/I0yMBIIIJIECHHUKH YacTO PAcIpOCTPaHSIIOT BHUPYCHBbIE NPOTpaMMbl 4Yepe3 pas3linyHbIe
WHTepHeT-pecypcsl - OT COLMAIbHBIX CeTe 70 OOBIYHBIX HOBOCTHBIX  CaWTOB.
Kpeauronomyuarenb, KOMIBIOTEP KOTOPOTO 3apak€H, MPU MOMbBITKE BONTH B JIMYHBIM KaOWHET
MOXET OBbITh HE3aMETHO IIE€PEHANpaBiIeH Ha «(QUIIMHTOBBINY» CalWT, KOTOPHIH BHEIIHE
MPAKTUYECKH HE OTINYAETCS OT MOJIMHHBIX caliToB MIHTepHEeT-0aHKOB, MHTEPHET-Mara3uHoB WIn
JPYTUX MJIATeXHBIX cepBUCOB. UTOOBI 3TOr0 N30€XaTh, cTapaiiTeCh MAKCUMAJILHO MCIIOIb30BaTh
BO3MOXKHOCTH Ballero Opaysepa M MOYTOBOIO KJIMEHTa 1Mo obecredeHuto OezomacHoctu. s
3TOr0 B ONIMIX Opay3epa M MOYTOBOIO KJIHMEHTa HEOOXOIMMO BKJIIOUUTH JIOTOJIHUTENIbHBIE
¢yuxnun. Hampumep, «brokupoBka BCIUIBIBAIONIMX OKOH», «3amuTa OT (QUIIMHTAa |
BpenoHocHoro I10», «OTkpbiBaTh (aiiasl HAa OCHOBE COJAEPKHUMOTO, a HE PACHIMPEHUS» U JIp.
Takxe HEe CTOUT MOJIb30BATHCS OKHOM IPEABAPUTENBHOIO IMPOCMOTPa B HMCIOJIB3YEMOM BaMU
MIOYTOBOM KIIMEHTE.

Kpome Toro, pexkomenayercss Bcerja CcamoOCTOSITENIbHO BBOJIUTH BeO-ajapec OaHKa
(«HTepHeT-0aHKMHTa») B QJPECHYI0 CTpPOKY Opay3epa BMECTO HCHOJIb30BAHUS JIIOOBIX
TUTIEPCCHIIOK, TEM 00JIee M3 MOA03PUTETBHBIX COOOIIEHUH.

JlenaiiTe MOKYNKH B U3BECTHBIX BamM MHTepHET-Mara3uHax Win cHadaua yoeaIuTech B TOM,
YTO OHM IOJB3YIOTCS XOpOIIEeW pemyTanvel n HaxexkHbl. [IpoBepsiiTe NMpaBUIBHOCTh aJpecOB
WHTepHEeT-caliTOB, K KOTOPHIM IMOAKIIOYAETECh IJI COBEPLICHUS MOKYIKHM, TaK KaK IOXOXKHE
azpeca MOTYT MCIOJIb30BaThCS I OCYLIECTBJICHUS HENMPABOMEPHBIX AedcTBHU. Ecim y Bac
HOSBUJINCHh KaKHe-JIMOO IMOJ03pPEHUsI OTHOCUTEIbHO MHTEpHET-CTpaHUIbl WM BBl HE XOTHUTE
MIPEIOCTABIISATH MEPCOHATIbHBIE WM KApTOYHbIE JAHHBIE, TO IOKUHBTE CTPAHUILY M IPOU3BEIUTE
MOKYTIKY B IPYI'OM MECTE.
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Bo Bpems coBepIiieHUs OIJIaThl 10 KapTOYKE B IN100ANbHOM KOMIbIOTepHOH cetn MHTepHeT
YA0CTOBEPHTECH, UTO )parMeHT BebO-anpeca «http» B agpecHoi cTpoke BeO-Opay3epa H3MEHIIICS
Ha «httpsy» - 31O Oynmer o3HauaTh, 4TO ceccusi 3amupoBaHa. bonmpmmHCTBO Opay3epoB
JIOMIOJIHUTEIBHO BU3YAIM3UPYIOT TAKOE U3MEHEHUE U300paKEHNEM HaBECHOT'O 3aMKa, KJIMKHYB I10
KOTOPOMY, MOKHO IIPOCMOTPETH CePTU(UKATHI, TOATBEPKAAOLIIE 0€30IT1aCHOCTh PACYETOB Yepe3
JAHHBIA CalT.

Ilepen coBepiieHueM omneparnuy OmjaThl ToBapa (yCiIyrd) BHUMATEIbHO U3YUUTE YCIOBUS
[IpeyIaraéMoro COTrJIalleHHs, B YacTHOCTH, BCE IPaBWJa MPEJOCTABICHUS YCIyr, YCIOBUS
JIOCTaBKM, BO3BpaTa, 3aMEHbl TOBapa, a TakXe Ipoueaypy OTMeHbl 3aka3a. OcoOeHHO
BHHUMATEJIbHO YWUTANTE YCJIOBHUS COBEPUICHHUS OINEPALUi, CBSA3aHHBIX C a3apTHBIMM HIPaMu
(Ka3uHO, JIOTEpen), TaK KaK OHU MOTYT IpelycMaTpuBaTh aBTOMATHYECKYIO MOIMMUCKY, YTO
IIOBJIEYET CIIUCAHUE JECHEXKHBIX CpPEICTB Ha peryasipHoil ocHoBe. OTIENbHO OLICHUTE
11eJ1eCO00Pa3HOCTh COBEPILIEHMS ONIEpaLMH, €CiId HH(pOpMALHsL 00 YCIOBHUIX MOKYIIKH U3JI0KEHA
Ha HEe3HAaKOMOM s3bike. Haiinute Homep Tenmedona wmmm aapec anekrpoHHoW moutel OTC u
3alAIINTE UX HA CIy4ail, eciu y Bac BOSHUKHYT BOIIPOCHI.

BemuTte yder omepammii, COBEPIIEHHBIX B TJIOOATHLHOW KOMIBIOTEPHOH cetu MHTEpHeT,
BKJIIOUAsl aJpeca CalTOB MHTEPHET-MAara3uHoB. MHOIME MHTEpPHET-MarasuHbl IOCBUIAIOT
MOKYIIATeNIsIM  AJIEKTPOHHBIE COOO0IIeHNsT ¢ obobOmaromeld uHpopMamueid o0 omnepanusx -
COXpaHUTe WK pacriedaraiite ux. Coxpassiite t00ble 3JIEKTPOHHBIE TOKYMEHTBI, IEPENHUCKY T10
AJIEKTPOHHOM IOYTE, KAaCaIOLIYIOCs HOMBITOK paspeuieHus cnopHoi cutyauuu ¢ OTC, tak kak
JaHHBIE JOKYMEHTBl MOTYT OKa3aTbCsl OYEHb BAaXKHBl JUIs 3allUThl Bamux Impas. [lpu
HEBO3MOXXHOCTH ~ CaMOCTOSITENIFHO ~ Pa3pelinTh  CIHOPHYIO  CHTYallMi0  o0paTturech K
Kpenuronarento.

Ecnu Obuto npousBeieHO OpOHUpPOBaHUE FOCTUHUIBI Yepe3 VIHTepHeT-caliT, HO 10 KaKUM-
TO MpUYMHAM HE IUIAHUPYETCS BOCHOJIb30BATHCA €10, O00s3aTeIbHO IMPOBEIUTE OTMEHY
OpoHUpoBaHUsl 4Yepe3 TOT ke VIHTepHeT-callT COIIacHO YKa3aHHbIM Ha HEM MPOLEAypaM.
[Tonyuenne Kpenurtononywareirem Koja OTMEHbl  OpOHUpPOBaHMS — OTeNsl  sABISETCA
JI0Ka3aTeNbCTBOM TOTO, 4YTO OpOHb JAEWCTBUTEIBLHO OTMEHEHa. B uHOM ciydae 3a
HECBOEBPEMEHHYIO OTMEHY OpOHHU FOCTUHMIIA UMEET MPaBO MPEACTaBUTh K CIMCAHUIO CO CYeTa
CYMMY JICHEXHBIX CPEJICTB B YCTAHOBIIEHHOM €10 pa3Mepe.

Hukorna He coo6maiite cBoit [IMH-kon npu 3aka3e TOBapoB Mo TeaePOHY WU MOYTE U HE
BBOAMTE ero Hurae B Murepnere. /s coBepiienust nogoOHbix onepauuii [IMH-koq Hukorna ve
UCIIOJIb3YETCSl.

VY6enurecs B TOM, 4TO IpoBOANMbIE Bamu onepaiiy cooTBETCTBYIOT 3akoHY. Eciu Ha caiite
MHTEPHET-Ka3MHO WM HA JPYTUX CalTax a3apTHBIX UTP INPUCYTCTBYIOT JIOTOTHIIBI IJIATEKHBIX
cucrem, To 310 HE o03HauaeT, uTo npoBeseHne onepanuii, CBA3aHHBIX C y4aCTUEM B a3apTHBIX
urpax, npaBomepHo. Ecmu y Bac BO3HMKIM Kakue-mMOO BONPOCHI WM COMHEHHUS B
IIPAaBOMEPHOCTH COBEPIIAEMBIX onepanui, ooparutech k Kpenuronarento.

CoBepaiiTe MOKYNKH TOJIBKO CO CBOMX YCTPOMCTB, He moisb3yiiteck MHTepHeT-Kade u
JPYTMMH OOILIEAOCTYIHBIMU CPEACTBAMM, I'/I€ MOTYT OBITh YCTAHOBJIEHBI MPOTPAMMBbI-LIITHOHBI,
3allOMMHAIOLIME BBOIMMBbIE Bamu KoH(uACHIIMAIbHBIE TaHHBIE.

VYcranaBnuBaiiTe Ha CBOM yCTPOMCTBA JIMIIEH3MOHHOE MPOrpaMMHOE OOecredyeHne, B TOM
quciae AaHTUBHUPYCHOE, U MEXKCETeBble JKpaHbl ((aepBoiibl/OpaHaMaydpbl) U  PETyJISPHO
MIPOU3BOJUTE UX OOHOBIIEHHE. DTO OMOXKET 3AIIUTUTD BAIlld YCTPOICTBA OT BUPYCOB U JPYTHUX
JECTPYKTUBHBIX IIpOrpamMM, a TakkKe OT HECAHKIMOHUPOBAHHOIO JIOCTylla K BalllUM
KOH(UICHIMATBHBIM JaHHBIM. J[a)ke eciii Bbl yBEPEHBI B CBOEM MPOTrpaMMHOM 00€CTIeYeHUH, He
CTOUT OTKpBIBATh WJIM 3arpy’aTb BJIOXKEHHUS JJIEKTPOHHBIX IIMCEM OT HE3HAKOMBIX U
COMHHUTEJIBHBIX a/IpECcaToB.

[TonxmounTecs Kk yciyraM Kpenuronaresnsi, IO3BOJSIOIUM OCYLIECTBIATH ONEPAaTUBHBIN
KOHTPOJIb 32 pacxoaMu 1o kaprouke («HTepHeT-6aHKUHTY, «MOOMIBbHBIN HHTEpHET-0aHKUHT,
«SMS-undopmupoBanue» u 1mp.).

[Ipn mnosBIEHUM TOAO3PEHUNH O HENPAaBOMEPHOM CIHCAHMM JIEHET PEKOMEHIyeM
He3aMeUITUTEIbHO OCYIIECTBUThH OJIOKUPOBKY KapTOUKU U oOpaTuthes kK Kpeauronarernto.
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8.14. UcnonwzoBanue CABO.

XpaHurte B TailHEe OT APYTUX JHI KOHPHUACHUUAIbHbIC JaHHbIE KApTOUYKH: HOMEP U CPOK
JEICTBUS KApTOUKM, YKa3aHHbIH Ha OOOPOTHOW CTOpPOHE TpPEX3HAa4yHbIM KOJ IPOBEPKU
MOJJIMHHOCTH KapTOUYKHU (IIPH €ro HaJIM4YWK), a TAKXKe CBEJACHMS, Kacarollrecs YUYETHBIX 3arucei
B C/IBO: norunsl, mapoyu, KoAbl A0CTyMa, fanHbie u3 Push/SMS/Viber-coobmenuii u T.1.

[Ipu ucnonb3oBanuu cuctembl «IHTepHET-0aHKUHT» oOpallaiiTe BHUMaHUE Ha HAIMYME Ha
cTpaHulle cepBuca 3auuiieHHoro nmporokosna HTTPS. Ilepen Bxoa0oM B cUCTEMY pEKOMEHTyETCS
YIOCTOBEPUTHCS B MOAIUHHOCTH cepTudukata u caiita. Kak mpaBuiio, Ui 3TOro He00X0IuMo
KIIMKHYTH B TI0JI€ aJipeCHOM cTpoku VHTepHeT (Mojie ¢ MUKTOrpaMMoOii 3aMKa WM JIUCTa Oymarn)
U CBEpPUTH MMEIOLIyIocsa B Oyioke mH(popMmanuoo. B ciaydyae HECOOTBETCTBUS MPUCYTCTBYIOLIMX
JIAHHBIX C peaJIbHbIMU CcBeleHUsIMU 0 Kpenuronarese cTOUT HEMEAJIEHHO TOKUHYTh CTPAHMILY.

He 3a0piBaiiTe nepnoauvecku (a Takxke B caydae, eCly Mapoib CTall U3BECTEH MOCTOPOHHUM
JUIaM) MEHATh cBOM mapoib. CrapaiiTech cienaTh ero MaKCUMAJIbHO CIIOXHBIM U YHUKAJIbHBIM.
JUiss 3TOr0 MCHOJB3yHTE B MapoJie MPOMHCHBIE W CTPOYHbIE OyKBBI, HU(PBI U cUMBOJIbL. He
UCIONIB3YHTE OJMH M TOT K€ MapoJib B Pa3HbIX cHCTeMax (JIIEKTPOHHAsI MOYTa, CUCTEMbI
«MHTepHET-0aHKUHT» APYruX OaHKOB, colManbHbIe ceTh W T.0.). Ilocrapaiitech m3beratb B
napoJie AaTbl CBOErO POXKIACHUS, UMEHU M JIPYTUX JOCTYHHBIX O Bac JaHHbIX. Hu mpu kakux
00CTOSITENECTBAX HE Pa3IilallaiiTe CBOM MMapojb HUKOMY, BKJIIOUYasi paOOTHUKOB OaHKa.

Bynpre ocTopoXHBI, TOCemas CaliThl ¢ COMHUTENIbHBIM COJAEPKAHUEM: UMEHHO OHM, KaK
IIPABUJIO, SIBJIAIOTCSI ICTOUHUKOM CaMbIX HOBBIX BUPYCOB.

[To oxoHuanum ceanca paboTsl ¢ cuctemoit «HTepHeT-0aHKHHI» 0053aTeIbHO KOPPEKTHO
BBIXOJIUTE U3 CUCTEMBI, UCIIOJIb3YsI COOTBETCTBYIOLIYIO OIIUIO.

8.15. IIpoBenenue oneparuii ¢ UCIOIb30BAHUEM MPUIIOKEHUH U « MOOWIbHBI MHTEPHET-
OaHKUHD».

VYcranaBnuBaiTe MOOUIIbHBIE IPUJIOKEHUS (B TOM yHcie U npuiokeHus Kpeauronarens)
TOJIEKO M3 M3BeCTHBIX UCTOUHHKOB (Google Play, Windows Store, App Store ninu AppGallery).
PexomeHyeTcst UCIIONIB30BaTh AaHTUBUPYC AJISI MOOUJIBHBIX YCTPOMCTB.

[lomuute, yto Kpenuronatesnb HE pacchlIaeT CCHUIKM WM YyKa3aHUS HA YCTaHOBKY
npunoxenuit uepes Push/SMS/Viber/MMS/e-mail-coobieHust.

He ycranaBnuBaiite MoOuibHble npuiiokeHus Kpeautomarens Ha MoOWIbHBIN TenedoH
(ycTpoicTBO), HA KOTOPOM IHOJY4eHbI root-nipaBa (Mpasa cynepnoib3oBareis). Takue TenedoHbl
U YCTPOMCTBA TaKKe HE PEKOMEHAYeTCsl HCIOJIb30BaTh Ui MOJY4YeHHUs] COOOLIEHHH OT
Kpenutonarens (manpumep, SMS ¢ komoMm (OZHOpPA30BBIM MapojieM) I HPOXOXKICHUS
ayTeHTU(UKALHN).

ITpu ytpate MobmibHOTO TenedoHa (ycTpoicTBa), Ha KOTOPOM YCTAHOBIIEHO MOOMIIBHOE
npunoxxkenne Kpenuronarens (mpuxonar Push/SMS/Viber-coobuienusi ¢ moarBepkaa0muMu
OJITHOPA30BBIMH MApPOJIIMH), UM HEOXKUIAHHOM NpeKpalieHnn padboTsl SIM-KkapThl ciieayeT Kak
MOHO ObIcTpelt 3abokupoBaTh SIM-kapTy.

8.16. OcoGeHHOCTH POBEIECHUS ONEpaIUil TPU UCTIOIb30BAHUU KApPTOUKH.

HeoOxoaumMo yuuThIBaTh, YTO CHELM(HUKA COBEPILEHUS OINEpalyil MpH HCIOJIb30BAHUU
KapTOUYKHU MPEATNOaracT Haluuue BpEMEHHOIO pa3pbiBa MEXKy AaTON COBEPLIEHUS ONEpaluu U
oTpakeHust naHHOM omepauun 1o Cuery. IlpogomkuTenbHOCTH MEpUOAa MEXKIY THEM
COBEPUICHMSI OTIEpaLH ¥ JHEM OTPa’KEHHUS OIIEPALMH 110 CYETY 3aBUCUT OT MECTa OCYIIECTBIICHUS
omepanuu (Ha TeppuTtopun Pecnybnmuku benmapych wim 3a TpaHWIEH), NPUHAIIC)KHOCTH
TexHuyeckoi  uH@pactpykrypbl (Kpeauronmaremo wnm  gpyromy  0aHKy), BpEMEHH
OCYIIECTBJIEHUS Ollepalvy (HOYHOE WJIM JTHEBHOE BpeMsi, paboyme Ul BBIXOHBIE, IPa3IHUYHbIE
JTHU).

B 3aBucuMoctu OT cTpaHbl NpeObIBaHUS W OaHKa MpPU MPOBEACHUM OIEpaluy IMpU
MCIIOJIb30BAaHUU KapTOUKU MOXKET YAEPKUBATHCS TOMOJHUTEIBHOE BOZHATPAXKACHHE, O pa3Mepax
KOTOPOTO IIEIeCO00pa3HO TOMHTEPECOBATHCS y OOCTY)XKHBAIOIIET0 Bac pabOTHHKA Tepen
COBEpILIEHHEM OIlepaluy J100 3apaHee U3yYHB HHPOPMaIIKIO OaHKa Ha €ro OHUIMATbHOM caiiTe.
Taxxe Takass uHpOpMAIUs MOXET ObITh OTOOpakeHa Ha dKpaHe OaHKOMara WM YCTpOMCTBa
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CaMOO0OCITy)KUBAHUS MIPU COBEPILICHUH OTIEPAITHH.

B cnywae ecnm BBl Bce ke MOCTpajaid OT MOUICHHUYECTBA, HEOOXOIUMO HEMEIJICHHO
3a0J0KMpoOBaTh KapTouky U oOpatuthcst B Kpeamromaremo. Ilo dakty MomeHHUYeCTBa
HEOOXO0IMMO TIOJIaTh 3asBJICHHE B TIPABOOXPAHHUTEIBHBIC OPTaHBL.
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